(]

12 OpenClinica Installation and Upgrade
Guides

OpenClinica Community Edition can be installed on a computer/server running either a Linux or
Windows operating system. This chapter includes procedures to install the OpenClinica Community
Edition as a new application, as well as upgrade from a version of OpenClinica that was previously
installed.

Post any questions to the OpenClinica Forums.
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12.1 System Requirements

OpencClinica has a flexible architecture that can run on numerous infrastructure
combinations. General system recommendations are as follows:

Single server environment hardware recommendation (OpenClinica and PostgreSQL Databases
reside on the same server):

Minimum:

Linux (RedHat 6/7.x or CentOS 6/7.x)
CPU: Quad core 2GHz+ CPU

RAM: 4GB

Disk space: 100GB

Recommended:

Linux (RedHat 6/7x or CentOS 6/7.x)
CPU: Quad core 2GHz+ CPU

RAM: 16GB

Disk space: 500GB

Multiple-server environment hardware recommendation (OpenClinica and PostgreSQL Databases
reside on separate servers)

Minimum:

Linux (RedHat 6/7.x or CentOS 6/7.x)

CPU: Quad core 2GHz+ CPU

RAM: 2GB (OpenClinica), 2GB (PostgreSQL/Database)
Disk space: 100GB

Recommended:
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Linux (RedHat 6/7.x or CentOS 6/7.x)
CPU: Quad core 2GHz+ CPU
RAM: 8GB (OpenClinica), 4GB (PostgreSQL/Database)
Disk space: 500GB

Recent production versions of OpenClinica have been verified to run on the following components:

Version Server OS

3.10 -
3.14

3.6 -
3.9

3.4, 3.5 R2 or above

Database

RHEL/CentOS
6/7.x or above
64-bit
(recommended)
Windows

R2 or above
64-bit
Windows
2008,

64-bit
RHEL/CentOS
6.5 or above
64-bit
(recommended)
Ubuntu 12.04
LTS

64-bit
Windows
2012,

R2 or above
64-bit
Windows
2008,

64-bit
RHEL/CentOS
6.5 or above
64-bit
(recommended)
Ubuntu 12.04
LTS

64-bit
Windows
2012,

Postgres 8.4

Postgres 8.4

Postgres 8.4
64-bit

Windows

2008,

64-bit

Windows 2003

R2 or above

32-bit

(not

recommended)

Postgres 9.5.x
2012, (recommended)

Application
Server

Apache Tomcat

7.0.x JoKR7

Apache Tomcat

7.0.x JoK7

Apache Tomcat

7.0.x JDK'7

Language

Memory

2GB

2GB

2GB

Client

Disk Browser

IE 11+
20GB Firefox
30.0+

IE 11+
20GB Firefox
30.0+

IE 11+
2 GB Firefox
30.0



RHEL/CentOS

6.5 or above

64-bit

(recommended)

Windows 2003 Apache Tomcat
3.3 R2 or above Postgres 8.4 7‘%')(
32-bit
Ubuntu 12.04
LTS
64-bit
Windows 2003
R2
CentOS 6.5 Apache Jakarta 256 MB 500 MB
(~Red Hat Tomcat 6.0.32 JDK 6 or JDK 7 minimum minimum
Enterprise or 7.0.42 (recommended) 2 GB 2 GB
Linux 6.4) (recommended) recommended recommended
Ubuntu 12.04
LTS

Windows 2003

Red Hat Postares 8.4 256 MB 500 MB IE 7 or
Enterprise (recgmmeﬁ ded) Apache Jakarta DK 6 minimum minimum 8
Linux 4.0 Oracle 10g Tomcat 6.0.32 2 GB 2 GB Firefox
CentOS recommended recommended 3.0+
Ubuntu

IE 11+
JDK 7 2GB 2 GB Firefox
25.01

IE 11

3.2 Postgres 8.4 Firefox

3.1
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12.2 Install OpenClinica

e Please go to our github wiki for instructions: https://github.com/OpenClinica/OpenClinica/wiki
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12.3 Install OpenClinica 3.4

e To install on linux please follow the instructions
here: https://github.com/OpenClinica/OpenClinica/wiki/Install-OpenClinica-3.4-on-Linux
e To install on windows please follow the instructions
here: https://github.com/OpenClinica/OpenClinica/wiki/Install-OpenClinica-3.4-on-Windows

Approved for publication by Kkrumlian Kkrumlian. Signed on 2014-10-10 2:19PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.
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12.4 Install OpenClinica 3.3 on Linux

The recommended and tested platform is RHEL/CentOS 6.5

These instructions are for installing version 3.3 of OpenClinica, and also apply to installing the
maintenance releases of 3.3 for example 3.3.1. When you see v.x or v.x.y in the instructions, use your
version number, e.g. 3.3.1.

Overview of Installation on Linux Systems

Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:

Ensure your operating system meets the specified requirements
Download the installation files

Install Java

Install Tomcat

Install PostgreSQL. database

Set up the PostgreSQL database

Deploy OpenClinica within Tomcat

Set Tomcat to start

Configure the OpenClinica application

10. Restart the system and verify access to OpenClinica

11. Configure Tomcat to use HTTPS

12. Verify the installation by ensuring you can log in to OpenClinica.

Nk WL
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After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
Director) and then build a Study.

Operating System Requirements

The following packages should be installed for your Operating System:

e vim
e unzip
e tar

You require "root" user access. Run all commands in the installation instructions using root-level
permission.

Download Installation Files

OpenClinica and OpenClinica Web Services run and depend on several external software
technologies: the Java Development Kit, the Apache Tomcat Servlet Container, and the PostgreSQL
relational database


https://docs.openclinica.com/3.1/openclinica-user-guide/overview-openclinica

The OpenClinica website has a copy of the neccessary installers for Java, Tomcat, and PostgreSQL
for you to download. If you choose to use versions of Java, Tomcat, and PostgreSQL other than those
provided on the website, please note that they have not been tested with the OpenClinica
application.

There are 32-bit and 64-bit editions of the software, when applicable. To determine if your system is
running a 32-bit or 64-bit operating system, in your Linux terminal, run

uname -a
The display reports the version:

e [fi386 or i686 displays, it is a 32-bit operating system.
e [f x86 64 displays, it is a 64-bit operating system. (Recommended)

To download the installation files:

1. Run the following commands to create the OpenClinica directory on your system and to make
it the current directory:

mkdir -p /usr/local/oc/install
cd /usr/local/oc/install

2. Run the following commands to download the Java, Tomcat, and PostgreSQL files for your
architecture. In the commands, substitute v.x with the version of OpenClinica you are
installing (e.g. 3.1):

o For 32-bit operating systems, to get the files from OpenClinica run:

Apache Tomcat: https://openclinica.app.box.com/oc-downloads/1/2186656927

JDK and Postgres:
https://openclinica.app.box.com/oc-downloads/1/2186650849

o For 64-bit operating systems, to get the files from OpenClinca, run:

Apache Tomcat: https://openclinica.app.box.com/oc-downloads/1/2186656927
JDK and Postgres:

https://openclinica.app.box.com/oc-downloads/1/2186651363

o Instead of downloading the files from the above links, you can download them directly
from their native websites but those versions may not be explicited tested to work with
OpenClinica:

» PostgreSQL:http://www.postgresql.org/

» Java:http://www.oracle.com/technetwork/java/index.html

» Tomcat:http://tomcat.apache.org/

3. Download the OpenClinica software from the OpenClinica website, using this

location:https://community.openclinica.com/project/openclinica. To download the software, you
need an OpenClinica community user account, which is free to create; you will be required to

log in to the account to download the OpenClinica software.
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After downloading the OpenClinica software, move it to the directory where you downloaded
the other software components to:

fusr/local/oc/install

Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Install Java by running:

tar -zxvf jdk-7*

3. Install Java in the operating system by running:

mv jdk1* /usr/local/
In -s /usr/local/jdk1* /usr/local/java

Java is now installed in the correct location.

Install Tomcat

The OpenClinica software uses the Apache Tomcat Java application server.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Install Tomcat by running the following:
tar -zxvf apache-tomcat-*
mv apache-tomcat-* /usr/local/
In -s /usr/local/apache-tomcat-7.0.52 /usr/local/tomcat

Jusr/sbin/adduser tomcat

3. Move the web apps provided with Tomcat that are not needed by OpenClinica to another
location by running:

mkdir /usr/local/tomcat/oldwebapps
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mv /usr/local/tomcat/webapps/* /usr/local/tomcat/oldwebapps

Tomcat is now installed.

Install PostgreSQL Database

The OpencClinica software uses PostgreSQL as an underlying relational database management
system. Complete these instructions to install the PostgreSQL database.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the

current directory by running:
cd /usr/local/oc/install
2. Start the PostgreSQL setup by running:

chmod a+x postgresql-8.4.*
.Jpostgresql-8.4.* --mode text

The PostgreSQL Setup Wizard starts.

3. For most of the options in the Setup Wizard, accept the defaults. Complete the Setup Wizard

as follows:

|Prompt

||Acti0n

|Installation Directory [/opt/PostgreSQL/8.4]

||Press Enter to accept.

|Data Directory [/opt/PostgreSQL/8.4/data]

||Press Enter to accept.

Password

Enter a password for the PostgreSQL

database superuser, then press Enter.
Record the password because you will
need it again in this installation.

Retype Password

Type the password again, then
pressEnter.

|Port [5432]

||Press Enter to accept.

|Please choose an option [1]

||Press Enter to accept.

|Install pl/pgsql in templatel database? [Y/n]

||Type n, then press Enter.

|D0 you want to continue? [Y/n]

||Press Enter to accept.

Setup has finished installing PostgreSQL on your
computer.

Stack Builder may be used to download and install
additional tools, drivers and applications to
complement your PostgreSQL installation. [Y/n]

Type n, then press Enter.

PostgreSQL is now installed on your system and will start when you start up your system.




Set Up the PostgreSQL Database

Complete these instructions to set up the PostgreSQL database.

1. Run the following commands to create the PostgreSQL database and database user
OpenClinica uses to connect to the database:

/opt/PostgreSQL/8.4/bin/psql -U postgres -c "CREATE ROLE clinica LOGIN ENCRYPTED
PASSWORD 'clinica' SUPERUSER NOINHERIT NOCREATEDB NOCREATEROLE"

Jopt/PostgreSQL/8.4/bin/psql -U postgres -¢c "CREATE DATABASE openclinica WITH
ENCODING='UTF8' OWNER=clinica"

2. The database user password is set to clinica by default, which is not a secure password.
Change the password as follows:

1. Run:
/opt/PostgreSQL/8.4/bin/psql -U postgres

2. A psql prompt displays with this message:
ALTER USER clinica WITH PASSWORD 'XXXX';

3. Replace XXXX with a secure password. Record the password for use in a later
installation step.

4. Exit the psql prompt by running:

q

Deploying OpenClinica within Tomcat

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.2:
unzip OpenClinica-v.x*
cd OpenClinica-v.x*/distribution
unzip OpenClinica.war -d OpenClinica

cp -rf OpenClinica* /usr/local/tomcat/webapps

OpenClinica is now deployed for use with the database.



Deploying OpenClinica Web Services within Tomcat

Web Services are optional. Do not install them if you are not planning to use them.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.2:

unzip OpenClinica-ws-v.x*

cd OpenClinica-ws-v.x*/distribution

unzip OpenClinica-ws.war -d OpenClinica-ws
cp -rf OpenClinica* /usr/local/tomcat/webapps

OpenClinica web services are now deployed for use with the database.

Set Tomcat to Start

You can set Tomcat to automatically start when you start your system, or you can start and stop
Tomcat manually by issuing commands.

To set Tomcat to start automatically on system startup, run the following:
cp /usr/local/oc/install/OpenClinica-v.x*/install-docs/linux/tomcat /etc/init.d/
cd /etc/init.d

chmod a+x /etc/init.d/tomcat

/sbin/chkconfig --add tomcat (Note: This command is only for Red Hat Linux. For other operating
systems, see the operating system instructions for adding an init script.)

To stop and start Tomcat manually by issuing commands, run the following:
/usr/local/tomcat/bin/shutdown.sh (stops Tomcat)

/usr/local/tomcat/bin/startup.sh (starts Tomcat)

Configure OpenClinica for Optimum Performance

Under stress tests, OpenClinica 3.1.3 has performed well with the following JVM (Java Virtual
Machine) settings:

Edit the init.d/tomcat and replace the JAVA OPTS with following:



export JAVA OPTS="$JAVA OPTS -Xmx1280m -XX:+UseParallelGC -XX:ParallelGCThreads=n -
XX:MaxPermSize=180m -XX:+CMSClassUnloadingEnabled"

For the setting -XX:ParallelGCThreads=n, n should be replaced with the # of cores of your CPU as
long as the total number of cores are lesser than 8.

The number of cores can be determined by using 'top' command.

Please note that the minimum RAM requirement is 1280 MB of memory for these settings, so the
server is expected to have much higher RAM available. The amount of available memory can be
determined by using the command free -m to give the memory (in MB). The MaxPermSize value
depends on the number of war files that you are deploying. The web war needs a 180m of PermGen
and the ws war needs a 90m of PermGen memory settings.

For the settings to take effect, restart the Tomcat server.

Configure the OpenClinica Application

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change the value

for dbPass to the password you selected in Set Up the PostgreSQL Database. Change the

values for any other properties, then save the file.

Update the filePath parameter to the right value.

4. Run the following commands:

w

chown -R tomcat /usr/local/tomcat/*
chown -R tomcat /usr/local/apache-*

5. You may also need to configure OpenClinica for internationalization should you wish to utilize
OpenClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more
information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer to

https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization

Configure the OpenClinica Web Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system.

Note: Most of the properties are not needed or used for Web Services, see Description of
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datainfo.properties File for Web Services for more information on what settings are actually used.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica-ws/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
properties.

3. Run the following commands:

chown -R tomcat /usr/local/tomcat/*
chown -R tomcat /usr/local/apache-*

Verify Access to OpenClinica

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Restart the
system by running:

reboot

Strictly speaking, rebooting is not necessary but ensures that all the relevant services are setup
correctly to start on boot. After the system starts up, access OpenClinica at the following URL.:

http://localhost:8080/0OpenClinica
The Log In page should display.

To verify your set-up, try to access OpenClinica from another computer by running the same
command from that computer, but replace localhost with the server's IP or hostname.

Verify Access to OpenClinica Web Services
Access OpenClinica Web Services at the following URL:
http://localhost:8080/0OpenClinica-ws

The Welcome page should display.

To verify your set-up, try to access OpenClinica Web Services from another computer by running the
same command from that computer, but replace localhost with the server's IP or hostname.

Configure Tomcat to Use HTTPS

OpenClinica strongly recommends securing the Tomcat application server using a Secure Socket
Layer protocol (SSL). SSL is a data transport encryption technology used to make



secure https:// connections. SSL requires a third-party security certificate to be effective.
Information about configuring SSL certificates for Tomcat is at this
website: http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html.

Verify the Installation

Log in to OpenClinica with the username root and the password 12345678. OpenClinica requires you
to change the password for the user "root" to a secure password. See Update User Profile if you
need more information.

The user "root" is assigned to the Study "Default". Create a user account login for yourself, with the
User Type set to "technical administrator" and the User Role set to Data Manager. For instructions
to create the user account, see Create a New User.

Approved for publication by Thasbiha Khaja. Signed on 2014-08-12 1:17PM
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12.5 Install OpenClinica 3.3 on Windows

These installation instructions have been verified on the following Windows operating systems
versions:

e Windows Server 2003 Standard Edition SP2
¢ Windows Server 2003 Standard Edition SP1

Please note that all these instructions require Administrator-level permissions.

These instructions are for installing version 3.3 of OpenClinica. Screenshots shown in these
instructions might look different than the screens on your system because your operating system
might not be exactly the same. For the same reason, your screenshots might not correspond exactly
with those in the written instructions. Where the screenshot differs from the written instruction,
always follow the written instruction.

All characters in the installation commands are case sensitive. Also note that any additional white
space between or after characters in commands could cause installation errors.

9.3.1 Overview of Installation on Windows Systems
Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:

¢ 9.3.2 Ensure your system complies with software dependencies and operating system
requirements.

¢ 9.3.3 Install Java

¢ 9.3.4 Install PostgreSQL

¢ 9.3.5 Install Tomcat
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¢ 9.3.6 Starting and Stopping Tomcat

9.3.7 Set Up the PostgreSQL Database

9.3.8 Configure Tomcat to Work with OpenClinica and OpenClinica Web Services
9.3.9 Configure the OpenClinica Installation

9.3.10 Verify the Installation

9.3.11 Install OpenClinica Web Services Package

¢ 9.3.12 Configure OpenClinica Web Services

¢ 9.3.13 Verify the Installation of OpenClinica Web Services

After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
Director), and then build a Study.

9.3.2 Software Dependencies and Operating System Requirements

Windows Configuration

Your Windows operating system must be configured to show file extensions by default. To configure
this behavior:

1. Open a Windows Explorer window.

2. Select Tools > Folder Options.

3. Click the View tab.

4. In Advanced settings, clear the Hide extensions for known file types checkbox.

5. Click Apply.

Software Dependencies

OpenClinica runs on any Servlet/JSP container that implements the Servlet 2.4 and JavaServer Pages
2.0 specifications from the Java Community Process. OpenClinica was developed to run on and has
been tested with Apache Tomcat 7.0.52.

OpenClinica runs on the PostgreSQL relational database. Using a
JDBC (Java Database Connectivity) driver, the database connects to the OpenClinica web application
and provides the data to the user.

New installations require the following software dependencies, all of which are open source. These
installation instructions walk through the process of downloading, installing, and configuring them
for use with OpenClinica.

e Java 7 Standard Edition Development Kit 7.0 update 52 (Note: Java frequently changes its
naming conventions.)

e Tomcat 7.0.52

e PostgreSQL 8.4.7.2

Other Versions of Dependent Software

The software dependencies OpenClinica uses are frequently updated with minor versions and
revisions. Sometimes only a matter of weeks separates the release of two adjacent versions. In some
cases, the particular revision number used may no longer be available. In general, you should be
able to use more recent minor versions and revisions of the software dependencies. For example, if
the installation instructions refer to PostgreSQL 8.4.7.2, then PostgreSQL 8.4.8 should work
successfully too (but not PostgreSQL 9).

Record the version or revision number of all the software you use. If you have concerns about a
particular combination, post your question to the OpenClinica Forums.
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9.3.3 Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application. Follow these instructions to
install Java:

1. OpenClinica 3.3 is designed to run on a Java 7 SDK platform. To avoid conflicts with other
versions of Java, clear out any other Java installations on the system. Select Start > Control
Panel > Add Remove Programs, then remove any Java JREs and SDKs.

2. Create the directory c:ocinstall.

3. From one of the following websites, download the Java 7 SE Development Kit 7.0 update 52
(jdk-7u51-windows-i586.exe ) into c:ocinstall:

e From the Java website:

http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html

4. Run c:ocinstalljdk-7u51-windows-i586.exe.
5. The Open File - Security Warning message displays.

6. Click Run.

The Welcome to Java Installation Wizard opens.

7. Click Next.

The Custom Setup screen displays.

8. Click Change....

9. Change the path to c:oc jdk1.7.0 51, then click OK.
The Custom Setup screen should now look like this:

j{{‘;‘ Java SE Development Kit 7 Update 51 - Custom Setup @

ORACLE

Select optional features to install from the list below, You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

Java SE Development Kit 7
Update 51, induding the JavaFX
SDK, a private IRE, a private
JavaFX runtime, and the Java
Mission Control tools suite. This
will require 300ME on your hard
drive.

Install to:

chock70 51

< Back ][ Mext = ] [ Cancel ]

L [

10. Click Next.
The Setup Wizard installs the JDK. When setup completes, a screen to install JRE7 displays.
11. Click Cancel, and then in the confirmation dialog box click Yes.
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The Install Success screen displays.

12. Click Close.

13. A web browser window opens, presenting you with the option to register the JDK. Register, or
close the window.

9.3.4 Install PostgreSQL Database

The OpencClinica software uses the PostgreSQL relational database management system. Complete
these instructions to install PostgreSQL.

1.

9.

From this location
http://www.enterprisedb.com/postgresql-8421-installers-win32?ls=Crossover&type=Crossover
, download the executable to c:ocinstall.

. Run the executable

The Open File Security Warning message displays

. Click Run.

The PostgreSQL Installation Wizard opens.
Click Next.
The Installation directory screen displays.

. Click Next to accept the default values.

The Data directory screen displays.
Click Next to accept the default values.
The Password screen displays.

. Enter a password for the Postgres superuser. Record the password for use later in the

installation process. Re-enter the password, and click Next.
The Port screen displays.

. Click Next to accept the default value (5432).

The Advanced Options screen displays.

Advanced Options j"i

Select the locals bo be used by the new database cluster.
Locale | [Default locale] =]

I Irestall plipgsgl in temglatel database?

<Back | met> | cancel

Complete the screen as follows:

1. For Locale, select Default locale.

2. Clear the Install pl/pgsql in templatel database? checkbox.
3. Click Next.



10.

11.

The Ready to install screen displays

Click Next to start the installation.

When the installation finishes, the Completing the PostgreSQL Setup Wizard screen
displays.

Clear the Launch Stackbuilder at exit checkbox, then click Finish.

9.3.5 Install Tomcat

1.

w

9.

10.

From either of the following websites, download the Windows Service Installer Version,
apache-tomcat-7.0.52.exe, and save it to c:ocinstall:

From the Apache website: http://tomcat.apache.org/download-70.cgi

. Run

c:ocinstall apache-tomcat-7.0.52.exe

The Apache Tomcat Setup Installation Wizard opens.

When the Open File - Security Warning message displays, click Run.

On the Welcome screen of the Apache Tomcat Setup Installation Wizard, click Next.
The License Agreement screen displays.

. Click I Agree to accept the agreement.

The Choose Components screen displays.
Click Next to accept the default values.
The Configuration screen displays.

. Click Next to accept the default values.

The Java Virtual Machine screen displays.

Click ..., then select the path you installed the JDK into:
c:oc jdk1.7.0 51

The screen now should look like this:

Apache Tomcat Setup: Java Virtual Machine path selecti.. — ©
Java Virtual Machine ~
Java Virtual Machine path selection. |

Flease select the path of a Java SE 6.0 or later JRE installed on your system.

C:\0CYidk1.7.0_51 E|

< Back Mext = Cancel

Click Next.
The Choose Install Location screen displays
Edit the Destination Folder to be c:octomcat. The screen should look like this:


http://tomcat.apache.org/download-70.cgi

Choose Install Location
Choose the folder in which to install Apache Tomcat.

Setup will install Apache Tomcat in the following folder. To install in a different folder, didk
Browse and select another folder, Click Install to start the installation.

Destination Faolder

| C:\OCHtomeat

Space reguired: 11.3MB
Space available: 793.6GE

Mullsoft Install Svstem w246

| <Back | Instal | | cCancel |

11. Click Install to start the installation.
When the installation is finished, the Completing the Apache Tomcat Setup Wizard screen
displays.
12. Complete the screen as follows:
0. Clear the Run Apache Tomcat checkbox.
1. Clear the Show Readme checkbox.
The screen should now look like this:

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer.

Click Finish to dose this wizard,

% [ ]Run Apache Tomcat

[ ] show Readme

http://tomcat.apache.org

S

i

Apache Tomcat /

13. Click Finish.
14. Create the directory c:octomcatoldwebapps.
15. Move the web apps provided with Tomcat that OpenClinica does not need by moving the



contents of c:octomcatwebapps to c:octomcatoldwebapps.

9.3.6 Starting and Stopping Tomcat

Start Tomcat using any one of these methods:

1.

2.

From the Apache Tomcat 7 Properties window:
1. Select Start > Apache Tomcat 7.0 > Configure Tomcat to open the window.
2. Click the General tab.
3. On the General page, click the Start button to start Tomcat.
Using the Windows run command:
1. Select Start > Run.
2. In the Run box, type cmd, then click OK.
3. At the new command prompt, start Tomcat by typing
net start tomcat7
then press Enter.

When you need to stop Tomcat, type
net stop tomcat7
then press Enter.

9.3.6 Install OpenClinica Package

1.

oUW

Download the OpenClinica software, OpenClinica-v.x.y.zip, from the OpenClinica website
location, https://community.openclinica.com/project/openclinica. To download the software,
you need a community account, which is free to create. You will be required to log in to this
account to download the OpenClinica software.

After downloading the OpenClinica software, move it to the directory with the other software
dependencies you downloaded:

c:ocinstall.

Right-click OpenClinica-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-v.x.ydistributionOpenClinica.war to c:octomcatwebapps.

9.3.7 Set Up the PostgreSQL Database

Complete these instructions to setup PostgreSQL database.

1.
2.

Select Start > Programs > PostgreSQL 8.4 > pgAdminIII.
The pgAdminlIII window opens. Right-click the PostgreSQL 8.4 (localhost:5432) icon, and
select Connect, as shown here:


https://community.openclinica.com/project/openclinica

3.

4.

1.
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Store password? No w
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Log in to the database server using the password you set up during the PostgreSQL
installation.

Create the database openclinica and the database user clinica, which OpenClinica uses to
connect to the database:

0. Expand the databases, and select postgreSQL.

1. Select Tools > Query tool.

The Query window opens.

2. In the SQL Editor box, delete all the text.

3. In the SQL Editor box, type the following:

CREATE ROLE clinica LOGIN ENCRYPTED PASSWORD 'clinica' SUPERUSER NOINHERIT
NOCREATEDB NOCREATEROLE;

4. Select Query > Execute, which runs the SQL query.

When the query completes, a message displays in the History window.

5. In the SQL Editor box, delete all the text.

6. In the SQL Editor box, type the following:

CREATE DATABASE openclinica WITH ENCODING='UTF8' OWNER=clinica;

7. Select Query > Execute.

When the query completes, a message displays in the History window.

8. Close the Query window, and click No when prompted to save changes.

. The database password is set to clinica by default, which is not a secure password. Change the

password as follows:
1. In the pgAdminIIl window, expand and select Login Roles.
Select View > Refresh.
The clinica database user is listed.
Right-click the clinica user account and select Properties.
In the Login Role for clinica box that displays, enter the new password and re-enter it,
then click OK. Record the password for future use.

O

9.3.8 Configure Tomcat to Work with OpenClinica and (if installed) OpenClinica Web
Services

Select Start>All Programs > Apache Tomcat 7.0 > Configure Tomcat.



The Apache Tomcat 7 Properties window opens.

2. Please click the Java Options tab described in the 'Configure Tomcat' section and add the
following
-XX:+UseParallelGC
-XX:ParallelGCThreads=n
-XX:MaxPermSize=180m
-XX:+CMSClassUnloadingEnabled
On Java Console set Maximum Pool Size to 1280.
Please note that the minimum RAM requirement is 1280 MB of memory for these settings, so
the CPU is expected to have much higher RAM available.
Where n is the number of cores of your CPU. There should be no spaces before or after each
entry. Each entry should be on a new line. The MaxPermSize value depends on the number of
.war files that you are deploying. For instance, if you deploy web and web services,
XX:MaxPermSize should be set to 360m.
-XX:ParallelGCThreads = # of cores of your CPU, as long as the number of processors on your
CPU are lesser than 8.The Window should look like this for a 4 core processor:
This setting is based upon the number of war files deployed. The web war needs a 180m of
PermGen and the ws war needs a 90m of PermGen memory settings.

3. The window should now look like this:

y Apache Tomcat 7.0 Tomcat7 Properties x|

General | Log On | Logging | Java | Startup | Shutdown

[] Use default
Java Virtual Machine:

C:OCYdk1, 7.0_51bin\serverjum.dil

Java Classpath:
C:\OCYtomcat'bin'bootstrap. jar; C: YOC tomcatibintomcat-juli, jar

Java Options:

-¥¥: HseParallelcC ~
-¥¥:ParallelGCThreads=n
-X¥:MaxPermSize =130m

-¥¥: +CM5ClassUnloadingEnabled

Initial memory poal: ME
Maximum memary poal: | 12;3|:|| | ME
Thread stack size: KB

4. Click Apply, which completes the configuration of Tomcat.
5. Start Tomcat:
1. Click the General tab.
2. On the General page, click Start.
6. In about five minutes, Tomcat will be fully started. Verify it is fully started by opening the file
c:octomcatlogstomcat7-stderr.current date.out, and looking for this line:
INFO: Server Startup in XXXXX ms
7. After verifying Tomcat has fully started, in the General page of the Apache Tomcat 7
Properties window, click Stop.



8.

Wait two minutes for Tomcat to stop, then delete OpenClinca.war from c:octomcatwebapps.

9.3.9 Configure the OpenClinica Application

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system, however.

1.

w

Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinicaWEB-INFclassesdatainfo.properties

Edit values for the properties in the datainfo.properties file. You must change the value for
dbPass to the password you selected when you set-up PostgreSQL. Change the values for any
other properties. The datainfo.properties file for Windows is the same as for Linux.

When you finish making changes, save the file.

You may also need to configure OpenClinica for internationalization should you wish to utilize
OpenClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more
information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer to
https://docs.openclinica.com/3-1-technical-documents/openclinica-and-internationalization/.

9.3.10 Verify the Installation

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Verify the
installation was successful by following these steps:

1.

Restart Tomcat

2. Open a web browser and access OpenClinica at the following URL:

5.

http://localhost:8080/OpenClinica

(The port number may be different if you changed the configuration of your Tomcat instance
that is running OpenClinica.) The OpenClinica Login page should display.

Log in to OpenClinica using the default user name, root, and password 12345678. You will be
forced to change the password for the user "root" to a secure password. See Update User
Profile if you need more information.

The user "root" is assigned to a default Study named "Default." Create a user account for
yourself, with the User Type set to "technical administrator" and the User Role set to Data
Manager: for instructions to create the user account, see Create a New User.

Log out and stop Tomcat if you now plan to install Web Services Package

9.3.11 Install OpenClinica Web Services Package

Web Services are optional. You do not need to install them if you are not planning on using web
services.

1.

Download the OpenClinica-ws software, OpenClinica-ws-v.x.y.zip, from the OpenClinica
website location: https://community.openclinica.com/project/openclinica. To download the
software, you need a community account, which is free to create. You will be required to log in
to the account to download the OpenClinica software. After downloading the OpenClinica-ws
software, move it to the directory with the other software dependencies you downloaded:
c:ocinstall.


https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/3-1-installation-installation-linux-download-installation-files/#content-title-4337#content-title-5457#content-title-5457#content-title-5457%20#content-title-5457#content-title-5457%20#content-title-4343%20#content-title-4343%20#content-title-4343%20#content-title-4343%20#content-title-5457%20#content-title-4342#content-title-4343%20#content-title-4343%20
https://docs.openclinica.com/3-1-technical-documents/openclinica-and-internationalization/
https://docs.openclinica.com/3.1/openclinica-user-guide/working-openclinica#content-title-3603
https://docs.openclinica.com/3.1/openclinica-user-guide/working-openclinica#content-title-3603
https://docs.openclinica.com/3.1/administer-users#content-title-2979
https://community.openclinica.com/project/openclinica

Right-click OpenClinica-ws-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-ws-v.x.ydistributionOpenClinica-ws.war to c:octomcatwebapps.
Restart Tomcat then stop Tomcat following the intructions from above.

N W

9.3.12 Configure OpenClinica Web Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system, however.

Note: Most of the properties are not needed or used for Web Services.

1. Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinica-wsWEB-INFclassesdatainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
properties.

The datainfo.properties file for Windows is the same as for Linuxsee more information at
description of datainfo.properties file for web services.

3. If you are installing Web Services for OpenClinica 3.1.2 and earlier please edit adminEmail
property (section 5 - adminEmail) if you would like e-mail to be send through 'Contact' link
from Web Services welcome page.

4. Other properties that can be configured for web services are:

0. Section 11 - Logging configuration
5. When you finish making changes, save the file.

9.3.13 Verify the Installation of OpenClinica Web Services

1. Restart Tomcat

2. Point your web browser to the OpenClinica Web Services welcome page: http://<<server
url>>:8080/OpenClinica-ws. The OpenClinica Web Services Welcome page should be display.

3. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica Web Services to. The version number is displayed in the lower right corner of the

page.

Web Services should have the same version as OpenClinica application.
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12.6 Upgrade to OpenClinica 3.3 on Linux

The following process describes how to upgrade Java and Tomcat to work with OpenClinica 3.3 on
Linux. Be sure to back up your database before starting the upgrade process.

Before you begin, the following packages should be installed with your Linux operating system:
vim
unzip
tar

(eg:~# yum install vim)

You will require "root" user access to your operating system. Run all commands in this guide with a
user account possessing root-level permissions.

9.3.1 Upgrade Java 6 to Java 7

9.3.1.1 Preconditions for Upgrading Java

1. Access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
The Login page should display.

2. Verify the current version of Java is Java 6 by running this command:

/usr/local/java/jre/bin/java version

9.3.1.2 Upgrade Java 6 to Java 7
a. For 32-bit operating systems, to get the files from OpenClinica, run:

wget https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/jdk-7u51-linux-i586.gz
b. For 64-bit operating systems, to get the files from OpenClinca, run:

wget https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/jdk-7u51-linux-x64.gz

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application.

1. Install Java by running:
tar -xvf jdk-7u51-linux-x64.tar.gz
chown R root:root jdk1.7.0 51
chmod a+x jdk-7*

2. To install the Java in operating system by running



mv jdk1.7* /usr/local/
In -s /usr/local/jdk1.7* /usr/local/java

Java is now installed in the correct location.
9.3.1.3 Verify Java 7 is installed

1. Verify the current version of the Java is Java 7 by running these commands in root:
2. [usr/local/java/jre/bin/java version
3. Access OpenClinica at the following URL:

http://localhost:8080/0OpenClinica

The Login page should display.

9.3.2 Upgrade Tomcat 6 to Tomcat 7

9.3.2.1 Preconditions for Upgrading Tomcat

1. Access OpenClinica at the following URL:
http://localhost:8080/OpenClinica
The Login page should display.

2. Stop Tomcat 6 by running the following command:

service tomcat stop
3. Uninstall Tomcat 6 from your system (including all the configuration files).

rm i /usr/local/tomcat

rm irf /usr/local/apache-tomcat-6.0.32
9.3.2.2 Install Tomcat 7

1. The OpenClinica software uses the Apache Tomcat Java application server.
Download Tomcat 7 from one of the following sites and copy it into the local folder
/usr/local/oc/install/

Download it from the Tomcat website: http://tomcat.apache.org/download-70.cgi
-or-

Download it from the OpenClinica website:
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.5
2.tar.gz

Run the following command in /usr/local/oc/install/ to install Tomcat 7.

wget
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.5
2.tar.gz

2. The current directory on your system should be /usr/local/oc/install. If it is not,
make it the current directory by running:
cd /usr/local/oc/install

3. Install Tomcat by running the following:

tar -xvf apache-tomcat-7*


http://tomcat.apache.org/download-70.cgi
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.52.tar.gz
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.52.tar.gz

mv apache-tomcat-7.0.52 /usr/local/

In -s /usr/local/apache-tomcat-7.0.52 /usr/local/tomcat

(Note: The system will prompt you to enter your UNIX password. Use tomcat as

the password, and press enter for all the default value for the full name, room

number, phone, home phone and other. Is the info correct? Type Y and enter.)
4. Move the web apps provided with Tomcat that are not needed by OpenClinica to

another location by running:

mkdir /usr/local/tomcat/oldwebapps

mv /usr/local/tomcat/webapps/* /usr/local/tomcat/oldwebapps

Tomcat is now installed and you can set Tomcat to automatically start when you
start your system, or you can start Tomcat manually by issuing commands.

To set Tomcat to start automatically on system startup, run the following: (Note:
Before running the command install the OpenClinica 3.3 on your install folder)

cp /usr/local/oc/install/OpenClinica-3.3*/install-docs/linux/tomcat /etc/init.d/
chmod a+x /etc/init.d/tomcat
/sbin/chkconfig --add tomcat

(Note: This command is only for Red Hat Linux. For other operating systems, see
the operating system instructions for adding an init script.)

5. Update the File Path parameter to the correct value
chown -R tomcat /usr/local/tomcat/*

chown -R tomcat /usr/local/apache-*
9.3.2.3 Deploy the OpenClinica Software Package

Download the OpenClinica software package, OpenClinica 3.3.tar.gz, from the
OpenClinica website: https://community.openclinica.com/project/openclinica. To
download the software, you need a community account, which is free to create. You will
be required to log in to the account in order to download the OpenClinica software.

First, make sure Tomcat is stopped:

1. Stop Tomcat 7 by running:
service tomcat stop

2. The current directory on your system should be /usr/local/oc/install. If it is not,
make it the current directory by running:
cd /usr/local/oc/install

3. Run each of the following commands:


https://docs.openclinica.com/install-3-2-linux
https://community.openclinica.com/project/openclinica
https://www.openclinica.com/cas/login?service=https://community.openclinica.com/cas?destination=https://www.openclinica.com/

unzip OpenClinica 3.3*

cd OpenClinica 3.3*/distribution

unzip OpenClinica.war -d OpenClinica

cp -rf OpenClinica* /usr/local/tomcat/webapps
rm -f /usr/local/tomcat/webapps/OpenClinica

OpencClinica is now deployed for use with the database.

9.3.2.4 Verify Tomcat 7 is Started and the Application is Running

1. Start Tomcat:
service tomcat start
(Note: Replace start with stop to stop the Tomcat service)
2. Verify Tomcat 7 is running with the following commands. You should see a similar
message as shown in the bracket().
service tomcat status (Tomcat is running)
3. Access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
The Login page should display.
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12.7 Upgrade to OpenClinica 3.3 on Windows

9.4.1 Upgrade Java 6 to Java 7
9.4.1.1 Preconditions for Upgrading Java

1. Verify Java 6 (jdk1.6.0 24) is already installed and running.
Go to Start>All Programs>]Java Folder. Click About Java.
Verify the current version of Java is 6 (jdk1.6.0 24).
2. Verify the following directory exists c:ocinstall. If it does not, then create the directory.
3. Open a web browser and access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
The OpenClinica login page should display.

9.4.1.2 Upgrade Java 6 to Java 7



1. From one of the following websites, download the Java 7 SE Development Kit 7.0 update
(jdk-7u51-windows-i586.exe ) and save it to c:ocinstall:
o From the Java website:
http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.htm
1
o From the OpenClinica website:
http://svn.akazaresearch.com/oc/software/OpenClinica-3.2/windows/
2. Run c:ocinstalljdk-7u51-windows-i586.exe.
3. The installation window starts and looks like:

Welcome to the Installation Wizard for Java SE Development Kit 7 Update 51

Thes wizard wil guide you Bhrough the installation process for She Java SE Development
Kit 7 Uipdate 51

The lava Mission Conirol profing and diagnosics tools suite s now avalabies as part of
the 1D

Coe ) o

4. Click Next

5. The Custom Setup screen displays.
a. Click Change....
b. Change the path to c:oc jdk1.7.0 51, then click OK.
The Custom Setup screen should now look like this:

ﬁ' Java SE Development Kit 7 Llpdate 51 - Custom Setup ﬁ

OoORACLE

Select optional features to install from the list below, You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

......... Java SE Development Kit 7
Update 51, induding the JavaFx
-+ = | Source Code SDK, a private JRE, a private
&3 ~ | Public JRE JavaF¥ runtime, and the Java
Mission Control tools suite. This
will reguire 300ME on your hard
drive.

Install to:

chociki70.51

[ < Back ][ Mext = ] [ Cancel ]

6. Click Next
7. Java Setup-Destination Folder will show up. Keep the default location and click Next
8. The Setup Wizard installs the JDK.


http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html
http://svn.akazaresearch.com/oc/software/OpenClinica-3.2/windows/

9. The Install Success screen displays.
10. Click Close.

9.4.1.3 Verify Java 7 is installed

1. Verify Java 7 (jdk1.7.0 51) has been installed and running. Also, please notice that all
applications, not specified with Java 6, will use Java 7 after the upgrading.
Go to Start>All Programs>Java Folder. Click About Java.
Verify the current version of Java is 7 (jdk1.7.0 51). The updated About Java screen should
look as below:

T 55C=)

About Java

Java™
Standard Edition

Verify Java 7 is installed by opening a web browser and accessing OpenClinica at the following URL.:

http://localhost:8080/0OpenClinica
The OpenClinica login page should display

9.4.2 Upgrade Tomcat6 to Tomcat7
9.4.2.1 Preconditions for Upgrading Tomcat

1. First, open a web browser and verify you can access OpenClinica at the following

URL: http://localhost:8080/OpenClinica
The OpenClinica login page should display.
2. To upgrade the Tomcat 6 to Tomcat 7, you need to first remove Tomcat 6:

Stop Tomcat 6 using any one of these methods:

1. From the Apache Tomcat 6 Properties window:
e Select Start > Apache Tomcat 6.0 > Configure Tomcat to open the
window.
e Click the General tab.
¢ On the General page, click the Stop button to stop Tomcat
2. Using the Windows run command:
e Select Start > Run.
e In the Run box, type cmd, then click OK.

At the new command prompt, stop Tomcat by typing



net stop tomcat6
Then press Enter.

a. Uninstall Tomcat 6
Select Start > Control Panel > Add Remove Programs, then remove Tomcat 6 by pressing
uninstall program.

b. Reboot the system
After removing the Tomcat6 from the program, reboot the system.
9.4.2.2 Install Tomcat 7

1. From either of the following two websites, download the Windows Service Installer
Version, apache-tomcat-7.0.52.exe, and save it to c:ocinstall:
* Download from the Apache website: http://tomcat.apache.org/download-70.cgi
= Download from the OpenClinica website:
http://svn.akazaresearch.com/oc/software/OpenClinica-3.3/windows/
2. Run the Installation file:
c:ocinstallapache-tomcat-7.0.52.exe
The Apache Tomcat Setup Installation Wizard opens.
When the Open File - Security Warning message displays, click Run.
On the Welcome screen of the Apache Tomcat Setup Installation Wizard, click
Next.
The License Agreement screen displays. Click I Agree to accept the agreement.
The Choose Components screen displays. Click Next to accept the default values.
The Configuration screen displays. Click Next to accept the default values.
The Java Virtual Machine screen displays. Click ..., then select the path where you
installed the JDK:
c:oc jdk1.7.0 51
The screen now should look like this:



http://tomcat.apache.org/download-70.cgi
http://svn.akazaresearch.com/oc/software/OpenClinica-3.2/windows/

Java Virtual Machine
Java Virtual Machine path selection,

Please select the path of a Java SE 6.0 or later JRE installed on your system.

C:\0C\idk1.7.0_51

Mullsoft Install Svstem w246

Click Next.

The Choose Install Location screen displays. Edit the Destination Folder
to be c:octomcat. The screen should look like this:

Choose Install Location
Choose the folder in which to install Apache Tomcat,

Setup will install Apache Tomcat in the following folder. Ta install in a different folder, did:
Browse and select another folder. Clidk Install to start the installation.

Destination Folder

| C:\OC\tomcat

Space reguired: 11,.3MB
Space available: 793.6GE

Mullsaft Install System w2, 46

Click Install to start the installation.
When the installation is finished, the Completing the Apache Tomcat
Setup Wizard screen displays.Complete the screen as follows:



-Clear the Run Apache Tomcat checkbox.
-Clear the Show Readme checkbox.
The screen should now look like this:

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to clase this wizard,

% [ ]Run Apache Tomecat

[ show Readme
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Apache Tomcat 7

Cancel

Click Finish.

9.4.2.3 Deploy the OpenClinica Package

SN

. Download the OpenClinica software package, OpenClinica 3.3.zip, from the

OpenClinica website: https://community.openclinica.com/project/openclinica. To

download the software, you need a community account, which is free to create.
You will be required to log in to the account in order to download the OpenClinica
software.

After downloading the OpenClinica software, move it to the directory with
the other software dependencies you downloaded:
c:ocinstall.

Right-click OpenClinica 3.3.zip and select Extract All.

The Extraction Wizard opens.

Click Next

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

. Stop Tomcat. At the new command prompt, stop Tomcat by typing:

net stop tomcat?

. Copy c:ocinstallOpenClinica 3.3distributionOpenClinica.war to

c:octomcatwebapps.


https://community.openclinica.com/project/openclinica
https://www.openclinica.com/cas/login?service=https://community.openclinica.com/cas?destination=https://www.openclinica.com/

9.4.2.4 Verify Tomcat 7 is installed and Application is Running

a. Start Tomcat

Verify that Tomcat is running. If Tomcat is not started than start Tomcat
using any one of these methods:

1. From the Apache Tomcat 7Properties window:
o Select Start > Apache Tomcat 7.0 > Configure Tomcat to
open the window.
o Click the General tab.
o On the General page, click the Start button to start Tomcat.
2. Using the Windows run command:
Select Start > Run.
In the Run box, type cmd, then click OK.
At the new command prompt, start Tomcat by typing
net start tomcat7
then press Enter.

b. Verify the OpenClinica Application

Open a web browser and access the OpenClinica at the following URL.:
http://localhost:8080/0OpenClinica
The OpenClinica login page should display.

Functional approval by Rahul Sundaram. Signed on 2014-06-13 8:48AM
Approved for publication by Ben Baumann. Signed on 2014-06-13 9:28AM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.8 Install OpenClinica 3.2 on Linux

These instructions have been verified for CentOS 6.5.

These instructions are for installing version 3.2 of OpenClinica, and also apply to installing the
maintenance releases of 3.2 for example 3.2.1. When you see v.x or v.x.y in the instructions, use your
version number, e.g. 3.2.1.

Overview of Installation on Linux Systems

Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:



Ensure your operating system meets the specified requirements
Download the installation files

Install Java

Install Tomcat

Install PostgreSQL database

Set up the PostgreSQL database

Deploy OpenClinica within Tomcat

Set Tomcat to start

Configure the OpenClinica application

10. Restart the system and verify access to OpenClinica

11. Configure Tomcat to use HTTPS

12. Verify the installation by ensuring you can log in to OpenClinica.

i A Al

©

After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
Director) and then build a Study.

Operating System Requirements

The following packages should be installed for your Operating System:

e vim
e unzip
e tar

You require "root" user access. Run all commands in the installation instructions using root-level
permission.

Download Installation Files

OpenClinica and OpenClinica Web Services run and depend on several external software
technologies: the Java Development Kit, the Apache Tomcat Servlet Container, and the PostgreSQL
relational database (unless you are using the Oracle database).

The OpenClinica website has a copy of the neccessary installers for Java, Tomcat, and PostgreSQL
for you to download. If you choose to use versions of Java, Tomcat, and PostgreSQL other than those
provided on the website, please note that they have not been tested with the OpenClinica
application.

There are 32-bit and 64-bit editions of the software, when applicable. To determine if your system is
running a 32-bit or 64-bit operating system, in your Linux terminal, run

uname -a
The display reports the version:

e [fi386 or i686 displays, it is a 32-bit operating system.
e [f x86 64 displays, it is a 64-bit operating system.


https://docs.openclinica.com/3.1/openclinica-user-guide/overview-openclinica

To download the installation files:

1. Run the following commands to create the OpenClinica directory on your system and to make
it the current directory:

mkdir -p /usr/local/oc/install
cd /usr/local/oc/install

2. Run the following commands to download the Java, Tomcat, and PostgreSQL files for your
architecture. In the commands, substitute v.x with the version of OpenClinica you are
installing ( e.g. 3.1):

o For 32-bit operating systems, to get the files from OpenClinica run:

Apache Tomcat: https://openclinica.app.box.com/oc-downloads/1/2186656927

JDK and Postgres:
https://openclinica.app.box.com/oc-downloads/1/2186650849

o For 64-bit operating systems, to get the files from OpenClinca, run:
Apache Tomcat: https://openclinica.app.box.com/oc-downloads/1/2186656927

JDK and Postgres:
https://openclinica.app.box.com/oc-downloads/1/2186651363

o Instead of downloading the files from the above links, you can download them directly
from their native websites:

» PostgreSQL:http://www.postgresql.org/

» Java:http://www.oracle.com/technetwork/java/index.html

» Tomcat:http://tomcat.apache.org/

3. Download the OpenClinica software from the OpenClinica website, using this

location:https://community.openclinica.com/project/openclinica. To download the software, you
need an OpenClinica community user account, which is free to create; you will be required to
log in to the account to download the OpenClinica software.

After downloading the OpenClinica software, move it to the directory where you downloaded
the other software components to:

/usr/local/oc/install

Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application.


https://openclinica.app.box.com/oc-downloads/1/2186650849
https://openclinica.app.box.com/oc-downloads/1/2186650849
https://openclinica.app.box.com/oc-downloads/1/2186650849
https://openclinica.app.box.com/oc-downloads/1/2186651363
http://www.postgresql.org/
http://www.oracle.com/technetwork/java/index.html
http://tomcat.apache.org/
https://community.openclinica.com/project/openclinica
https://community.openclinica.com/user/register

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Install Java by running:

tar -zxvf jdk-7*

3. Install Java in the operating system by running:

mv jdk1* /usr/local/
In -s /usr/local/jdk1* /usr/local/java

Java is now installed in the correct location.

Install Tomcat

The OpenClinica software uses the Apache Tomcat Java application server.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Install Tomcat by running the following:

tar -zxvf apache-tomcat-*

mv apache-tomcat-* /usr/local/

In -s /usr/local/apache-tomcat-7.0.52 /usr/local/tomcat
/usr/sbin/adduser tomcat

3. Move the web apps provided with Tomcat that are not needed by OpenClinica to another
location by running:

mkdir /usr/local/tomcat/oldwebapps
mv /usr/local/tomcat/webapps/* /usr/local/tomcat/oldwebapps

Tomcat is now installed.

Install PostgreSQL Database

The OpenClinica software uses PostgreSQL as an underlying relational database management
system. Complete these instructions to install the PostgreSQL database.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the


http://tomcat.apache.org/

current directory by running:
cd /usr/local/oc/install
2. Start the PostgreSQL setup by running:

chmod a+x postgresql-8.4.*
./postgresql-8.4.* --mode text

The PostgreSQL Setup Wizard starts.

3. For most of the options in the Setup Wizard, accept the defaults. Complete the Setup Wizard

as follows:
|Prompt ||Action |
|Installation Directory [/opt/PostgreSQL/8.4] ||Press Enter to accept. |
|Data Directory [/opt/PostgreSQL/8.4/data] ||Press Enter to accept. |
Enter a password for the PostgreSQL
p database superuser, then press Enter.
assword

Record the password because you will
need it again in this installation.

Retype Password Type the password again, then

pressEnter.
|Port [5432] ||Press Enter to accept. |
|P1ease choose an option [1] ||Press Enter to accept. |
|Install pl/pgsql in templatel database? [Y/n] ||Type n, then press Enter. |
|D0 you want to continue? [Y/n] ||Press Enter to accept. |

Setup has finished installing PostgreSQL on your

computer.

S : : Type n, then press Enter.
tack Builder may be used to download and install

additional tools, drivers and applications to

complement your PostgreSQL installation. [Y/n]

PostgreSQL is now installed on your system and will start when you start up your system.

Set Up the PostgreSQL Database

Complete these instructions to set up the PostgreSQL database.

1. Run the following commands to create the PostgreSQL database and database user
OpenClinica uses to connect to the database:

/opt/PostgreSQL/8.4/bin/psql -U postgres -c "CREATE ROLE clinica LOGIN ENCRYPTED
PASSWORD 'clinica' SUPERUSER NOINHERIT NOCREATEDB NOCREATEROLE"




/opt/PostgreSQL/8.4/bin/psql -U postgres -c "CREATE DATABASE openclinica WITH
ENCODING='UTF8' OWNER=clinica"

2. The database user password is set to clinica by default, which is not a secure password.
Change the password as follows:

1. Run:
/opt/PostgreSQL/8.4/bin/psql -U postgres

2. A psql prompt displays with this message:
ALTER USER clinica WITH PASSWORD 'XXXX';

3. Replace XXXX with a secure password. Record the password for use in a later
installation step.

4. Exit the psql prompt by running:

q

Deploying OpenClinica within Tomcat

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install

2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.2:
unzip OpenClinica-v.x*
cd OpenClinica-v.x*/distribution

unzip OpenClinica.war -d OpenClinica
cp -rf OpenClinica* /usr/local/tomcat/webapps

OpenClinica is now deployed for use with the database.

Deploying OpenClinica Web Services within Tomcat

Web Services are optional. Do not install them if you are not planning to use them.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install

2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.2:



unzip OpenClinica-ws-v.x*

cd OpenClinica-ws-v.x*/distribution

unzip OpenClinica-ws.war -d OpenClinica-ws
cp -rf OpenClinica* /usr/local/tomcat/webapps

OpenClinica web services are now deployed for use with the database.

Set Tomcat to Start

You can set Tomcat to automatically start when you start your system, or you can start and stop
Tomcat manually by issuing commands.

To set Tomcat to start automatically on system startup, run the following:
cp /usr/local/oc/install/OpenClinica-v.x*/install-docs/linux/tomcat /etc/init.d/
cd /etc/init.d

chmod a+x /etc/init.d/tomcat

/sbin/chkconfig --add tomcat (Note: This command is only for Red Hat Linux. For other operating
systems, see the operating system instructions for adding an init script.)

To stop and start Tomcat manually by issuing commands, run the following:
/usr/local/tomcat/bin/shutdown.sh (stops Tomcat)

/usr/local/tomcat/bin/startup.sh (starts Tomcat)

Configure OpenClinica for Optimum Performance

Under stress tests, OpenClinica 3.1.3 has performed well with the following JVM (Java Virtual
Machine) settings:

Edit the init.d/tomcat and replace the JAVA OPTS with following:

export JAVA OPTS="$JAVA OPTS -Xmx1280m -XX:+UseParallelGC -XX:ParallelGCThreads=n -
XX:MaxPermSize=180m -XX:+CMSClassUnloadingEnabled"

For the setting -XX:ParallelGCThreads=n, n should be replaced with the # of cores of your CPU as
long as the total number of cores are lesser than 8.

The number of cores can be determined by using 'top' command.

Please note that the minimum RAM requirement is 1280 MB of memory for these settings, so the
server is expected to have much higher RAM available. The amount of available memory can be
determined by using the command free -m to give the memory (in MB). The MaxPermSize value



depends on the number of war files that you are deploying. The web war needs a 180m of PermGen
and the ws war needs a 90m of PermGen memory settings.

For the settings to take effect, restart the Tomcat server.

Configure the OpenClinica Application

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change the value

for dbPass to the password you selected in Set Up the PostgreSQL Database. Change the

values for any other properties, then save the file.

Update the filePath parameter to the right value.

4. Run the following commands:

w

chown -R tomcat /usr/local/tomcat/*
chown -R tomcat /usr/local/apache-*

5. You may also need to configure OpenClinica for internationalization should you wish to utilize
OpenClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more
information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer to

https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization

Configure the OpenClinica Web Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system.

Note: Most of the properties are not needed or used for Web Services, see Description of
datainfo.properties File for Web Services for more information on what settings are actually used.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica-ws/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
properties.

3. Run the following commands:

chown -R tomcat /usr/local/tomcat/*


https://docs.openclinica.com/3-1/installation/install-3-2-linux/
https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization
https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/#content-8452

chown -R tomcat /usr/local/apache-*

Description of datainfo.properties File

The datainfo.properties file will look similar to the following. Each group of properties is numbered
and a description of the property group is presented as a series of comment lines (lines that begin
with # are comments) before the section where you specify the values for the properties in the
group.

HUEHHUB BB R AR BB RAH U BB RH BB RHH B BB RHH SRR R H BB R AR B R B R AR BB B R HH R RHHH
HEHAHBHHHHHHBHAH

# 1 - Database Configuration

#

# Database configuration is done with the following 6 properties
# The dbType options are either postgres or oracle.

# Enter the user name and password to access the database in
# dbUser and dbPass.

# The db field is for the name of the database and provide the port
# in dbPort.

# dbHost can be a URL, IP address or localhost

#

# REQUIRED

HEHRAUHRRRHH R R RAH BB R AR R RAH B R B RAH R B AHH R B RAH B R B RAH SRR HHH SRR HH
HEHAHHHRHHHRHHHH

dbType=postgres
dbUser=clinica
dbPass=clinica
db=${WEBAPP.lower}
dbPort=5432

dbHost=localhost

HUEHAHUHHRRAH R BRAH BB R AR R RAH B R B R ARG BB H AR B R AR R B RAH SRR HHH R HRHH



HHAHBHBRHHHAHBRSH

# 2 - filePath

#

# File Path is the string which declares the
# repository for all uploaded and generated
# files in the system, including CRFs and

# data sets. The directory should NOT be
# accessible by the web server.

#

# REQUIRED.

HUEHAUB BB RAH BB RAH BB R AR B RAHUBRBRAH SRR AR BB RAH B R B R AR BB B HHHHRRHH
HEHAHHRHHHHRHHAH

filePath=${catalina.home}/${WEBAPP.lower}.data/

HUEHAUB BB HAH U R BRAH U BB RH BB RHH B BB RHAH SRR R AR B R AR B R B R AR BB BRHH R R HHH
HEHAHBRHHHHHBHAH

# 3 - Attached File Location

# Location for files if item data type is "file". If it has been kept empty,

# "filePath" will be used as the attached file location.

# This will be a sub folder within the filePath location only.

# You may configure a full path that points to a directory outside of the filePath.
# If you configure a full path, it must have a trailing slash.

# Example = /usr/local/attached file/ or C:\attached file\

#

# NOT REQUIRED

HUERAHBHRHAHH BB RAH BB RRH R R B RAH BB B R AR BB B R AR B HAH B R B R AR BB R R HHHRHHH
HHEHAHHRHHHHHBHAH

# attached file location=



HUEHAHBHRHAH U BB R A B R R RHH BB R AR BB B R AR SRR R A BB R AR B R B R AR SRR HH SR RHHH
HHEHHAHHHHHHHHBHAH

# 4 - user account notification

#

# User Account Notification is the method by

# which new users are sent their passwords.

# Users can be sent passwords via email,

# or the password can be displayed on the screen
# to the administrator, who is instructed to

# write it down and physically give it to the user
# in question. The default is email.

#

# REQUIRED.

HUEHAHUBBRRHAH R RRAH B BB AR BB R ARG RBRA R R B R A B BB RAH B R B R AR BB BHH R R HHH
HEHAHHRHHAHHHHHAH

userAccountNotification=email

HUEHHHBHBHAH U R B R A BB BB R H BB R AR BB B R AR SRR R A BB B H AR B R B R AR BB B R H SR RHHH
HHEHAHHHHAHHHBHAH

# 5 - adminEmail

#

# The Admin Email is the field to set the administrator's
# email for a given server. It is also used for

# replies to the email messages sent by the system.

#

# REQUIRED

HUEHHAHB R R R AR U BB R A BB R RRH BB R A H BB B R A B SRR R A BB R AR B R B R AR BB B HH SR RHHH
HHEHHAHHHHHHHHBHAH

adminEmail=admin@example.com



HUEHAHBHRHAH U BB R A B R R RHH BB R AR BB B R AR SRR R A BB R AR B R B R AR SRR HH SR RHHH
HHEHHAHHHHHHHHBHAH

# 6- Spring Based Email System

#

# Configure the Email SMTP host below. If the host

# requires a username and password make sure

# mail.smtp(s).auth is set to true.

# Configure mail protocol via mail.protocol, Valid options

# would be smtp or smtps.

# Configure smtp over ttls by setting mail.smtp(s).starttls.enable
# to true.

# Configure connection timeout. Preconfigred to 5 secs

HEHRHUBBRRHAH U BB RAH BB R AR U R RAH B BB RAH R B HHHR BB AR R B R ARG R R HHHHRRHH
HEHAHHHHHHHHHHHH

mailHost=mail.smtp.com
mailPort=25

mailProtocol=smtp
mailUsername=

mailPassword=
mailSmtpAuth=false
mailSmtpStarttls.enable=false
mailSmtpsAuth=false
mailSmtpsStarttls.enable=false
mailSmtpConnectionTimeout=100

mailErrorMsg=developers@openclinica.org

HREHAHHRRRAH R R RAH BB R AR R R AR R R RAH R R AR B R R RAH B R B RAH B R RHHH R HHHH
HHEHAH#HHHAHHHBHAH

# 8 - sysURL



#

# The web address for the system. It can either be an external
# address (demo.openclinica.org) or an internal IP

# address (192.168.2.000).

# NOTE: If you reconfigure the address or port in some later
# step, such as by configuring SSL, you will need to come back
# and update this file. You will also need to restart tomcat

# for changes to this take effect.

#

# REQUIRED

HUEHAUB BB RAH BB RAH BB R AR B RAHUBRBRAH SRR AR BB RAH B R B R AR BB B HHHHRRHH
HEHAHHRHHHHRHHAH

sysURL=http://localhost:8080/$ {WEBAPP}/MainMenu

HUEHAUB BB HAH U R BRAH U BB RH BB RHH B BB RHAH SRR R AR B R AR B R B R AR BB BRHH R R HHH
HEHAHBRHHHHHBHAH

# 9 - max inactive interval

#

# This is maximum time interval between client requests. That is,
# if users leave any page open without sending a request to the
# server, after this time interval, when users attempt sending

# request they will be directed to login page.

#

# REQUIRED

HUEHAHBHRHAH U R B R AR R R HHH BB R AR BB B R A BB BHH BB R AR B R B R AR BB B HH SR RHHH
HHEHHAHHHHHHHHBHAH

maxInactiveInterval=3600

HUEHAHUHRRRAH R R RAH BB R AR R RAH B R R R AR R R AR BB R A H B R B RAH B R R HHHHHHRHH
HHEHAH#HRHHHHHBHAH



# 11 - Logging configuration

# SysLog support has been fully implemented in OpenClinica, but by default has been turned off.
# Every piece of code that could send information to the syslog server has not been reviewed
# and cleaned to ensure it is entirely readable and useful. This will be an ongoing effort

# and resolved in a future release. Please use the SysLog support at your own risk.

#

# Specify the log location - local/syslog/both

#

log.dir=${catalina.home }/logs/openclinica

logLocation=local

#

# Specify logging level - trace/debug/info/warn/error

logLevel=info

syslog.host=localhost

syslog.port=514

HUEHAAUB BB RAH R B RAH BB RRH BB RHAH B R B R ARG R B R A B R B RHAH B R B R AR SRR HHH R R HHH
HHEHAHHRRHHHHHHHH

# 12- News/About

# On the OpenClinica login screen, there will be a box to the right of the login section

# which can contain an RSS feed. You can configure what RSS feed is used in the rss.rl field.
# If you do not want the RSS feed, please comment out rss.url and rss.more and uncomment
# about.textl and about.text2. These two fields can be used for any free form text that you
# you want to appear on the OpenClinica login page.

# the default feed is http://clinicalresearch.wordpress.com/feed/

# default value for rss.more http://clinicalresearch.wordpress.com/

HUEHHUB BB HHAH U R BRAH B BB RH BB RHAH B BB R A BB BHH B BB R AR B R BB AR BB B R AR RHHH
HUEHAHBHHHHHHHHAH



# rssUrl=http://clinicalresearch.wordpress.com/feed/
# rssMore=http://clinicalresearch.wordpress.com/
# about.textl1= Hello World 1

# about.text2= Hello World 2

HUEHHHB BB HHAH U BB RAH SRR RH BB R AR B BB RHAH SRR R A B BB R AR B R B RAH BB BHH SR RHHH
HHEHAHBRHHHHHRHAH

# 13 - CRF File Upload Configuration

# crf.file.extensionSettings can have 3 values valid,invalid or left empty which defaults to valid.

# if crf.file.extensionSetting= valid , then extensions specified can be uploaded.

# if crf.file.extensionSetting= invalid , then extensions specified can NOT be uploaded.

# if crf.file.extensions is left empty and crf.file.extensionSettings=valid then all extensions are valid

# if crf.file.extensions is left empty and crf.file.extensionSettings=invalid then all extensions are
NOT valid

# separate extensions with a comma and do not include the leading dot.

HUEHAUBRRRAH R BRAH R BB AR BB RAH B BB RAH SRR RH B R B R AR R B R AR BB B RHHHRHHH
HEHAHBRRHHHHHHAH

# crfFileExtensions=

# crfFileExtensionSettings=

HUEHAHB R R R AR U BB H AR BB R R H BB R AR B BB R AR SRR R AR R AR B R B R AR BB R R HHHRHHH
HHEHHAHHRHHHHHBHAH

# 14 - supportURL

#

# The Support URL is included in the support button that appears

# in the top right corner of all pages in OPenClinica. By including

# the URL here we will be able to configure it depending on the adopter
#

# REQUIRED

HEHRAHBHRHAH U BB RAH B BB RH BB R AR BB B R AR R BB R AR B R AR B R B R AR BB R R HHHRHHH



HEHAH#HRHHHHHBHAH

# supportURL=https://www.openclinica.com/OpenClinica/3.1/support/

HUEHAHHRRRAH R R RAH BB R AR BB AR B R B RAH R B AHH R B R AR R B RAH SR RHHHHHRHH
HEHAHRHHHHHRHHAH

# 15- Quartz Scheduler Configuration

#

# Configure the mis-fire threshold for the scheduler,

# and the number of extract jobs can run at a single time.
#

# REQUIRED

HUEHAHUH R R RHH R R RAH BB R RH U R R AR R B RAH R R AR B R R RHAH B R B R AR B R RHHH R HRHH
HEHAH#HRHAHHHBHAH

org.quartz.jobStore.misfireThreshold=18000000
org.quartz.threadPool.threadCount=1

org.quartz.threadPool.threadPriority=>5

HUEHHHBHBHAH U R B R A BB BB R H BB R AR BB B R AR SRR R A BB B H AR B R B R AR BB B R H SR RHHH
HHEHAHHHHAHHHBHAH

# 16 - CCTS configuration

#

# This is used for OpenClinica instances that have been modified and configured

# to work with the Cancer Clinical Trials Suites. This is a caBIG suite of applications.

# The configuration determines how long OpenClinica will hold a transaction from C3PR
# and will wait for a roll back message before committing it to the database.

#

# NOT REQUIRED

HUEHRAHB R R R AR U BB R AR R BB RH BB R AR B BB R AR BB B R A B R B HAH B R B R AR BB R HHHHRHHH
HHEHAH#HHHHHHHBHAH

ccts.waitBeforeCommit=6000



HUEHAHBHRHAH U BB R A B R R RHH BB R AR BB B R AR SRR R A BB R AR B R B R AR SRR HH SR RHHH
HHEHHAHHHHHHHHBHAH

# 17 - Facility information

#

# The OpenClinica defaults will be used when creating a new study
# unless you uncomment each property and provide a value next to
# each = sign.

#

# NOT REQUIRED

HUEHAHB R R R AR U BB HAH R R RRH BB R AR B R B R AR BB B R AR BHAH B R B R AR BB B R HHHRHHH
HHEHHAH#HHHHHHHBHAH

# FacName=

# FacCity=

# FacState=

# FacZIP=

# FacCountry=

# FacContactName=
# FacContactDegree=
# FacContactPhone=

# FacContactEmail=

HEHHUBBRRAH R R RAH R BB AR BB RAH B BB RAH B R B H A BB RAH B R B RAH SR RHHH R R RHH
HEHAHHHHAHHHHHAH

# 18 - export data file path

#

# Export Data File Path is the string which (optionally)
# declares a specific file path for file extracts to be

# saved. This is a sub folder of filePath.

# Note that if it is set, files from Jobs only will be saved



# to two places: this directory and under the above file path

# declared in the 'filePath' property.

#

# NOT REQUIRED. Please comment out if you want Jobs to generate
# one file/files only, in the directory structure under 'filePath'.

HUEHHHB BB HHAH U BB RAH SRR RH BB R AR B BB RHAH SRR R A B BB R AR B R B RAH BB BHH SR RHHH
HHEHAHBRHHHHHRHAH

# exportFilePath=scheduled data export

HUEHAHB R R R AR U BB HAH R R RRH BB R AR B R B R AR BB B R AR BHAH B R B R AR BB B R HHHRHHH
#

# extract.number defines how many subjects the system will paginate through when creating the
ODM file to

# to be transformed by the XSLT engine. This number can be increased to use higher amounts of
memory and

# potentially decrease the amount of wait time. Lower this number if you have an extremely large
amount of

# event definitions to reduce the impact on concurrent users in the system at the time of the extract.
# This is a global setting that applies to all extracts in your OpenClinica instance.

HRHAHUH R R AR R R R AR R R AR R R AR R R R AR R R HHH R B R A H B R B RAH B R R HHH R HHHH
HEHHH#HBHAH B R B HHHHBHAHSRH

extract.number=99

HEHAHHRRRAH U BB RAH R BB AR R RAH B R B RAH BB B HHHR BB AR B R B R AR BB R R HHHRRHH
HEHAHHHHHHHHHHAH

# 19 - Usage statistics configuration

# Usage statistics refers to information automatically sent back to OpenClinica.org
# to help us figure out how well OpenClinica is working and help us improve it in
# future versions.

# This includes technical information such as the version of OpenClinica installed, the number of
studies created and user load. These statistics DO NOT include information such as study or CRF
names, study data, or user information. We collect this data in aggregate and use it according to our



Privacy Policy [https://community.openclinica.com/privacy-policy] to improve our products and
services.

#

# As part of system configuration, we give you the option to help us improve OpenClinica by sending
these usage statistics. If you elect to send this information but later change your mind, you can
disable this feature in the datainfo.properties file by changing

# 'collectStats' value to 'false'’
collectStats=true
usage.stats.host=usage.openclinica.com
usage.stats.port=514
OpenClinica.version=3.2

HUEHHUBBRRHAH R BRAH BB R AR BB RHH B BB RAH SRR R A B BB RAH B R BB AR BB B R HHHRHHH
HEHAHHRRHHHRHHAH

# 20 - Rule Designer configuration

# OpenClinica Enterprise customers are allowed access to a GUI based Rule Designer.

# This configuration allows the OpenClinica instance to contact the Rule Designer for

# access. If you are not an OpenClinica Enterprise customer, your users will be re-directed
# to a landing page and will have to navigate back to their OpenClinica instance.

# If you do not want to see a link to the Rule Designer on the Build Study page,

# you must delete this configuration option.

#

# To become an OpenClinica Enterprise customer, please contact sales@openclinica.com

HUEHAHB R R AR U BB R AR R R RRH BB R AR BB B R A B SRR R A BB R AR B R B R AR SRR R HHHRHHH
HHEHHAHHHHHHHHBHAH

designerURL=http://localhost:8080/designer/

HUERAHBHRHAHH BB RAH BB RRH R R B RAH BB B R AR BB B R AR B HAH B R B R AR BB R R HHHRHHH
HHEHAHHHHHHHHBHAH

# 21 - LDAP/Active Directory configuration
#

# IMPORTANT: To use LDAP, the property of the configuration number '10 -
change passwd required' must be set to '0'



#

HEHRAHB R R R AR U BB R AR BB R R H U R B RAH B BB R AR B BB R AR B H AR B R B R AR BB R R HHHRHHH
HHEHAH#HHHHHHHBHAH

# If 1dap is enabled (values:'true' or 'false')

ldap.enabled=false

# LDAP host in the form 'ldap://<host>:<port">"

ldap.host=

# User distinguished name used to authenticate to LDAP
#ldap.userDn=cn=Idapl,ou=ldap,dc=dc1,dc=dc2

ldap.userDn=cn=chin,ou=chin ldap,dc=dc1,dc=dc2

# Password used to authenticate to LDAP

ldap.password=

# Query used to during login to find the LDAP user by username. Should always return a maximum
of one result.

ldap.loginQuery=(sAMAccountName={0})

# URL to redirect LDAP users to retrieve a forgotten password

ldap.passwordRecoveryURL=http://www.google.com?&g=what+do+i+do+if+i+forgot+my+passwo
rd%3F

# BaseDN to search for users

ldap.userSearch.baseDn=DC=dc1,dc=dc2

# Query used to search users in the user search screen (when creating a new user).



# The '{0}' placehoder is replaced by the value typed in the 'filter' field.

# Simple query, searches only username

#ldap.userSearch.query=(&(memberOf=CN=ldapgroup,0OU=ldap,DC=dc1,DC=dc2)(sAMAccountN
ame=*{0}*))

#

# Sophisticated query, searches username, first name, last name and email

ldap.userSearch.query=(&(memberOf=CN=Idapgroup,0U=Idap,DC=dc1,dc=dc2)(|(sAMAccountNa
me=*{0}*)))

# Field used to retrieve the user's distinguished name

ldap.userData.distinguishedName=distinguishedName

# Field used to retrieve the user's username

ldap.userData.username=sAMAccountName

# Field used to retrieve the user's first name

ldap.userData.firstName=givenName

# Field used to retrieve the user's last name

ldap.userData.lastName=sn

# Field used to retrieve the user's email

ldap.userData.email=mail

# Field used to retrieve the user's organization

ldap.userData.organization=company



Description of datainfo.properties File for Web Services

Web Services datainfo.properties file is similar the datainfo.properties of OpencClinica. However,
web services needs less configuration than OpenClinica. The following file show highlighted
properties that are relevant to web services. Only properties from first section must be updated and
should be set exaclty as they are set for OpenClinica.

HRERAHUHRAHUH R R AH U R R A RH R B AR BB R R AR B R R A RH LR R AR B R R R AR R R AR R R RHH
HRERHHUHHRRH U HHRHH

# 1 - Database Configuration

#

# Dateabase configuration is done with th following 6 properties
# The dbType options are either postgres or oracle.

# Enter the user name and password to access the database in

# dbUser and dbPass.

# The db field is for the name of the database and provide the port
# in dbPort.

# dbHost can be a URL, IP address or localhost

#

# REQUIRED

HRERAHUHRAHUB R R R AR B R RARH R B AH B R R R AR B R R R AR B R R AR B R R R AR B R R AR R RRHH
HRRHHUHHRAHUHRRHH

dbType=postgres
dbUser=clinica
dbPass=clinica
db=openclinica
dbPort=5432

dbHost=localhost

HARAUHURHRAHUB R B AH R R BB BB B AR B R R BB R R BB BB R B AR B R R B AR B R R RHHRRAH
HERAHBHRAHAHRRHH



# 2 - filePath

#

# File Path is the string which declares the
# repository for all uploaded and generated
# files in the system, including CRFs and

# data sets. The directory should NOT be
# accessible by the web server.

#

# REQUIRED.

HERAHURRAHUH R R AH B R R A RH R B AR R R R AR B R R A AR BB R AR B R R R AR B R R AR R RRHH
HRERHUHHHRAHUHRRHH

filePath=${catalina.home}/${WEBAPP.lower}.data/

HUEHRHUBBRRHAH R RRA B R BB AR R RAH B R B RAH BB B HH B R B RAH B R B RAH SRR R AR RRHH
HEHAHBHRHHHHHHAH

# 3 - Attached File Location

# Location for files if item data type is "file". If it has been kept empty,

# "filePath" will be used as the attached file location.

# This will be a sub folder within the filePath location only.

# You may configure a full path that points to a directory outside of the filePath.
# If you configure a full path, it must have a trailing slash.

# Example = /usr/local/attached file/ or C:\attached file\

#

# NOT REQUIRED

HUEHHHBHRHAH U R B R A BB BB RH BB R AR BB B RHAH SRR R A BB R AR B R B R AR BB B HH B R RHHH
HHEHAHHHHHHHHBHAH

# attached file location=

HEHRHHB R R R AR U BB R AR BB R R AR B RAH BB B R AR B BB R AR R B HAH B R B R AR SRR R HHHRHHH
HHEHAHHRHHHHHBHAH



# 4 - user account notification

#

# User Account Notification is the method by

# which new users are sent their passwords.

# Users can be sent passwords via email,

# or the password can be displayed on the screen
# to the administrator, who is instructed to

# write it down and physically give it to the user
# in question. The default is email.

#

# REQUIRED.

HUEHHUB BB RAH R B RAH BB R AR BB RHH B BB RAH SRR R A B BB RAH R BB AR BB B HHHHRHHH
HEHAHBRBHHHHRHAH

userAccountNotification=email

HRAHUH U R R AR R R BB R R HU R R BB R R B R BB R R R BB R R BB R B R BB RH B R R R R R RHH
HRERAHUHRAHUHRRHH

# 5 - adminEmail

#

# The Admin Email is the field to set the administrator's
# email for a given server. It is also used for

# replies to the email messages sent by the system.

#

# REQUIRED

HRRRUHUHRAHUB R B AH R R RB B R BB HB R R R RR B R R BB R R AH B R R BB H B R R RUHHRRHH
HEAAHBHRAHUHRRHH

adminEmail=admin@example.com

HRRRUHUHRAHUB R B AH R R RB B R BB HB R R R RR B R R BB R R AH B R R BB H B R R RUHHRRHH
HERAHBHRAHAHRRHH



# 6- Spring Based Email System

#

# Configure the Email SMTP host below. If the host

# requires a username and password make sure

# mail.smtp(s).auth is set to true.

# Configure mail protocol via mail.protocol, Valid options

# would be smtp or smtps.

# Configure smtp over ttls by setting mail.smtp(s).starttls.enable
# to true.

# Configure connection timeout. Preconfigred to 5 secs

HRERAUHURHRAHUH R B AH U R R RB B R BB R R R R AR R BB BB R R R AH B R R B AR B R R RUHHRRAHH
HAHRRHRRHRRHHRHH

mailHost=mail.smtp.com
mailPort=25

mailProtocol=smtp
mailUsername=

mailPassword=
mailSmtpAuth=false
mailSmtpStarttls.enable=false
mailSmtpsAuth=false
mailSmtpsStarttls.enable=false
mailSmtpConnectionTimeout=100

mailErrorMsg=developers@openclinica.org

HUEHHHBHRHAH U R B R ARG BB R H BB R ARG BB R AR SRR R H BB R AR B R B R AR SRR R HHSBHHH
HHEHAHHHHHHHHBHAH

# 8 - sysURL



#

# The web address for the system. It can either be an external
# address (demo.openclinica.org) or an internal IP

# address (192.168.2.000).

# NOTE: If you reconfigure the address or port in some later
# step, such as by configuring SSL, you will need to come back
# and update this file. You will also need to restart tomcat

# for changes to this take effect.

#

# REQUIRED

HUEHAUB BB RAH BB RAH BB R AR B RAHUBRBRAH SRR AR BB RAH B R B R AR BB B HHHHRRHH
HEHAHHRHHHHRHHAH

sysURL=http://localhost:8080/$ {WEBAPP}/MainMenu

HUEHAUB BB HAH U R BRAH U BB RH BB RHH B BB RHAH SRR R AR B R AR B R B R AR BB BRHH R R HHH
HEHAHBRHHHHHBHAH

# 9 - max inactive interval

#

# This is maximum time interval between client requests. That is,
# if users leave any page open without sending a request to the
# server, after this time interval, when users attempt sending

# request they will be directed to login page.

#

# REQUIRED

HUEHAHBHRHAH U R B R AR R R HHH BB R AR BB B R A BB BHH BB R AR B R B R AR BB B HH SR RHHH
HHEHHAHHHHHHHHBHAH

maxInactiveInterval=3600

HRERAHURRAHUB R B AH U R R B RB B R BB R R R R AR R R B BB R R R ARG R R B AR B R R HHHRRHH
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# 11 - Logging configuration

# SysLog support has been fully implemented in OpenClinica, but by default has been
turned off.

# Every piece of code that could send information to the syslog server has not been
reviewed

# and cleaned to ensure it is entirely readable and useful. This will be an ongoing effort
# and resolved in a future release. Please use the SysLog support at your own risk.
#

# Specify the log location - local/syslog/both

#

log.dir=${catalina.home}/logs/openclinica-ws

logLocation=local

#

# Specify logging level - trace/debug/info/warn/error

logLevel=info

syslog.host=localhost

syslog.port=514

HUEHHAHB BB R AR BB R AR SRR RH BB R AR BB B R AR SRR R A B R B R AR B R B R AR BB B R HHSRHHH
HHEHAHHHHHHHHBHAH

# 12- News/About

# On the OpenClinica login screen, there will be a box to the right of the login section

# which can contain an RSS feed. You can configure what RSS feed is used in the rss.rl field.
# If you do not want the RSS feed, please comment out rss.url and rss.more and uncomment
# about.textl and about.text2. These two fields can be used for any free form text that you
# you want to appear on the OpenClinica login page.

# the default feed is http://clinicalresearch.wordpress.com/feed/

# default value for rss.more http://clinicalresearch.wordpress.com/

HUEHAHB R R R AR U BB R AR BB R R H BB R AR BB B R AR R BB R A B R B HAH B R B R AR BB B R HHHRHHH
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# rssUrl=http://clinicalresearch.wordpress.com/feed/
# rssMore=http://clinicalresearch.wordpress.com/
# about.textl1= Hello World 1

# about.text2= Hello World 2

HUEHHHB BB HHAH U BB RAH SRR RH BB R AR B BB RHAH SRR R A B BB R AR B R B RAH BB BHH SR RHHH
HHEHAHBRHHHHHRHAH

# 13 - CRF File Upload Configuration

# crf.file.extensionSettings can have 3 values valid,invalid or left empty which defaults to valid.

# if crf.file.extensionSetting= valid , then extensions specified can be uploaded.

# if crf.file.extensionSetting= invalid , then extensions specified can NOT be uploaded.

# if crf.file.extensions is left empty and crf.file.extensionSettings=valid then all extensions are valid

# if crf.file.extensions is left empty and crf.file.extensionSettings=invalid then all extensions are
NOT valid

# separate extensions with a comma and do not include the leading dot.

HUEHAUBRRRAH R BRAH R BB AR BB RAH B BB RAH SRR RH B R B R AR R B R AR BB B RHHHRHHH
HEHAHBRRHHHHHHAH

# crfFileExtensions=

# crfFileExtensionSettings=

HUEHAHB R R R AR U BB H AR BB R R H BB R AR B BB R AR SRR R AR R AR B R B R AR BB R R HHHRHHH
HHEHHAHHRHHHHHBHAH

# 14 - supportURL

#

# The Support URL is included in the support button that appears

# in the top right corner of all pages in OPenClinica. By including

# the URL here we will be able to configure it depending on the adopter
#

# REQUIRED

HEHRAHBHRHAH U BB RAH B BB RH BB R AR BB B R AR R BB R AR B R AR B R B R AR BB R R HHHRHHH



HEHAH#HRHHHHHBHAH

# supportURL=https://www.openclinica.com/OpenClinica/3.1/support/

HUEHAHHRRRAH R R RAH BB R AR BB AR B R B RAH R B AHH R B R AR R B RAH SR RHHHHHRHH
HEHAHRHHHHHRHHAH

# 15- Quartz Scheduler Configuration

#

# Configure the mis-fire threshold for the scheduler,

# and the number of extract jobs can run at a single time.
#

# REQUIRED

HUEHAHUH R R RHH R R RAH BB R RH U R R AR R B RAH R R AR B R R RHAH B R B R AR B R RHHH R HRHH
HEHAH#HRHAHHHBHAH

org.quartz.jobStore.misfireThreshold=18000000
# threadCount should be set to zero on web services modules
org.quartz.threadPool.threadCount=0

org.quartz.threadPool.threadPriority=5

HUEHHAHB R R HAH U BB R AR R BB R H BB R AR B BB R AR R BB R AR B HAH B R B R AR BB B R HHHRHHH
HHEHAH#HHHHH U R BHAH

# 16 - CCTS configuration

#

# This is used for OpenClinica instances that have been modified and configured

# to work with the Cancer Clinical Trials Suites. This is a caBIG suite of applications.

# The configuration determines how long OpenClinica will hold a transaction from C3PR
# and will wait for a roll back message before committing it to the database.

#

# NOT REQUIRED

HUEHAHUHRRRAH R R RAH BB R AR R RAH B R R R AR R R AR BB R A H B R B RAH B R R HHHHHHRHH
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ccts.waitBeforeCommit=6000

HUEHAHHRRRHH R R RAH R R R AR R R AR R R RAH R R HHH R B RHAH B R B R A H B R R HHHHHHRHH
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# 17 - Facility information

#

# The OpenClinica defaults will be used when creating a new study
# unless you uncomment each property and provide a value next to
# each = sign.

#

# NOT REQUIRED

HUEHAHUH R R RHH R R RAH BB R RH U R R AR R B RAH R R AR B R R RHAH B R B R AR B R RHHH R HRHH
HEHAH#HRHAHHHBHAH

# FacName=

# FacCity=

# FacState=

# FacZlP=

# FacCountry=

# FacContactName=
# FacContactDegree=
# FacContactPhone=

# FacContactEmail=

HUEHAHBHRHHAH BB BRAH R R RRH BB RHAH B BB R AR BB B R A BB B R AR B R B R AR SRR R H SR RHHH
HUEHAHBHHHHHHBHAH

# 18 - export data file path
#
# Export Data File Path is the string which (optionally)

# declares a specific file path for file extracts to be



# saved. This is a sub folder of filePath.

# Note that if it is set, files from Jobs only will be saved

# to two places: this directory and under the above file path

# declared in the 'filePath' property.

#

# NOT REQUIRED. Please comment out if you want Jobs to generate
# one file/files only, in the directory structure under 'filePath'.

HUEHAHB R R R AR U BB R AR BB R R H BB R AR B BB R AR B R B R A BB R AR B R B R AR BB B HHHHRHHH
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# exportFilePath=scheduled data export

HEHRAHBHRHAHH BB R AR R BB R H B BB AR B R B R AR R BB R AR R B R AR B R B R A H B BB HHHHRHHH
HHEHAHHRHHHHRBHAH

# 19 - Usage statistics configuration

# Usage statistics refers to information automatically sent back to OpenClinica.org
# to help us figure out how well OpenClinica is working and help us improve it in
# future versions.

# This includes technical information such as the version of OpenClinica installed, the number of
studies created and user load. These statistics DO NOT include information such as study or CRF
names, study data, or user information. We collect this data in aggregate and use it according to our
Privacy Policy [https://community.openclinica.com/privacy-policy] to improve our products and
services.

#

# As part of system configuration, we give you the option to help us improve OpenClinica by sending
these usage statistics. If you elect to send this information but later change your mind, you can
disable this feature in the datainfo.properties file by changing

# 'collectStats' value to 'false’
collectStats=true
usage.stats.host=usage.openclinica.com
usage.stats.port=514

OpenClinica.version=3.2

HUEHAHB R R HAH U R B R A B R BB R H BB R AR BB B R A BB B R A B R B HAH B R B R AR BB R R HH R R HHH
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# 20 - Rule Designer configuration

# OpenClinica Enterprise customers are allowed access to a GUI based Rule Designer.

# This configuration allows the OpenClinica instance to contact the Rule Designer for

# access. If you are not an OpenClinica Enterprise customer, your users will be re-directed
# to a landing page and will have to navigate back to their OpenClinica instance.

# If you do not want to see a link to the Rule Designer on the Build Study page,

# you must delete this configuration option.

#

# To become an OpenClinica Enterprise customer, please contact sales@openclinica.com

HUEHAUB BB RAH BB RAH BB R AR B RAHUBRBRAH SRR AR BB RAH B R B R AR BB B HHHHRRHH
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designerURL=https://designer.openclinica.com/

HRRRUHURHRRHUBHRRAH B R R RB R BB R R R B RH R R RB R R B H B R R BB H B R R RUHHRRHH
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# 21 - LDAP/Active Directory configuration
#

# IMPORTANT: To use LDAP, the property of the configuration number '10 -
change_passwd_required' must be set to '0'

#

HERAHHHRAHH R B AR B R R A RB R R AH B R R R AR B R R AR R B R R AR B R R R ARG R R AR R RRAH
HRRHHHHRAHUHRRHH

# If 1dap is enabled (values:'true' or 'false')

ldap.enabled=false

# LDAP host in the form 'ldap://<host>:<port">'



ldap.host=

# User distinguished name used to authenticate to LDAP
#ldap.userDn=cn=I1dap1,ou=Ildap,dc=dcl,dc=dc2

ldap.userDn=cn=chin,ou=chin_ldap,dc=dc1,dc=dc2

# Password used to authenticate to LDAP

Idap.password=

# Query used to during login to find the LDAP user by username. Should always return a
maximum of one result.

ldap.loginQuery=(sAMAccountName={0})

# URL to redirect LDAP users to retrieve a forgotten password

ldap.passwordRecoveryURL=http://www.google.com?&q=what+do+i+do+if+i+forgot+my+
password%3F

# BaseDN to search for users

ldap.userSearch.baseDn=DC=dc1,dc=dc2

# Query used to search users in the user search screen (when creating a new user).

# The '{0}' placehoder is replaced by the value typed in the ‘'filter’ field.

# Simple query, searches only username

#ldap.userSearch.query=(&(memberOf=CN=1dapgroup,OU=1dap,DC=dc1,DC=dc2)(sAMAc
countName=*{0}*))

#

# Sophisticated query, searches username, first name, last name and email



ldap.userSearch.query=(&(memberOf=CN=Idapgroup,OU=ldap,DC=dc1,dc=dc2)(](sAMAcc
ountName=*{0}*)))

# Field used to retrieve the user's distinguished name

ldap.userData.distinguishedName=distinguishedName

# Field used to retrieve the user's username

ldap.userData.username=sAMAccountName

# Field used to retrieve the user's first name

ldap.userData.firstName=givenName

# Field used to retrieve the user's last name

ldap.userData.lastName=sn

# Field used to retrieve the user's email

ldap.userData.email=mail

# Field used to retrieve the user's organization

ldap.userData.organization=company

Verify Access to OpenClinica

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Restart the
system by running:

reboot
After the system starts up, access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica

The Log In page should display.



To verify your set-up, try to access OpenClinica from another computer by running the same
command from that computer, but replace localhost with the server's IP or hostname.

Verify Access to OpenClinica Web Services

At this point, Java, Tomcat, PostgreSQL, and OpenClinica and OpenClinica Web Services are
installed and set up. Restart the system by running:

reboot

After the system starts up, access OpenClinica Web Services at the following URL:
http://localhost:8080/OpenClinica-ws

The Welcome page should display.

To verify your set-up, try to access OpenClinica Web Services from another computer by running the
same command from that computer, but replace localhost with the server's IP or hostname.

Configure Tomcat to Use HTTPS

OpencClinica strongly recommends securing the Tomcat application server using a Secure Socket
Layer protocol (SSL). SSL is a data transport encryption technology used to make

secure https:// connections. SSL requires a third-party security certificate to be effective.
Information about configuring SSL certificates for Tomcat is at this

website: http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html.

Verify the Installation

Log in to OpenClinica with the username root and the password 12345678. OpenClinica requires you
to change the password for the user "root" to a secure password. See Update User Profile if you
need more information.

The user "root" is assigned to the Study "Default". Create a user account login for yourself, with the
User Type set to "technical administrator" and the User Role set to Data Manager. For instructions
to create the user account, see Create a New User.

Functional approval by Rahul Sundaram. Signed on 2014-07-10 12:24PM
Approved for publication by Ben Baumann. Signed on 2014-07-10 12:29PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.
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12.9 Install OpenClinica 3.2 on Windows

These installation instructions have been verified on the following Windows operating systems
versions:

e Windows Server 2003 Standard Edition SP2
e Windows Server 2003 Standard Edition SP1

Please note that all these instructions require Administrator-level permissions.

These instructions are for installing version 3.2 of OpenClinica. Screenshots shown in these
instructions might look different than the screens on your system because your operating system
might not be exactly the same. For the same reason, your screenshots might not correspond exactly
with those in the written instructions. Where the screenshot differs from the written instruction,
always follow the written instruction.

All characters in the installation commands are case sensitive. Also note that any additional white
space between or after characters in commands could cause installation errors.

9.3.1 Overview of Installation on Windows Systems
Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:

¢ 9.3.2 Ensure your system complies with software dependencies and operating system
requirements.

¢ 9.3.3 Install Java

¢ 9.3.4 Install PostgreSQL

¢ 9.3.5 Install Tomcat

¢ 9.3.6 Starting and Stopping Tomcat

¢ 9.3.7 Set Up the PostgreSQIL. Database

¢ 9.3.8 Configure Tomcat to Work with OpenClinica and OpenClinica Web Services

¢ 9.3.9 Configure the OpenClinica Installation

¢ 9.3.10 Verify the Installation

¢ 9.3.11 Install OpenClinica Web Services Package

¢ 9.3.12 Configure OpenClinica Web Services

¢ 9.3.13 Verify the Installation of OpenClinica Web Services

After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
Director), and then build a Study.

9.3.2 Software Dependencies and Operating System Requirements

Windows Configuration

Your Windows operating system must be configured to show file extensions by default. To configure
this behavior:

1. Open a Windows Explorer window.

2. Select Tools > Folder Options.

3. Click the View tab.

4. In Advanced settings, clear the Hide extensions for known file types checkbox.

5. Click Apply.



Software Dependencies

OpencClinica runs on any Servlet/JSP container that implements the Servlet 2.4 and JavaServer Pages
2.0 specifications from the Java Community Process. OpenClinica was developed to run on and has
been tested with Apache Tomcat 7.0.52.

OpencClinica runs on the PostgreSQL relational database. Using a
JDBC (Java Database Connectivity) driver, the database connects to the OpenClinica web application
and provides the data to the user.

New installations require the following software dependencies, all of which are open source. These
installation instructions walk through the process of downloading, installing, and configuring them
for use with OpenClinica.

e Java 7 Standard Edition Development Kit 7.0 update 52 (Note: Java frequently changes its
naming conventions.)

e Tomcat 7.0.52

e PostgreSQL 8.4.7.2

Other Versions of Dependent Software

The software dependencies OpenClinica uses are frequently updated with minor versions and
revisions. Sometimes only a matter of weeks separates the release of two adjacent versions. In some
cases, the particular revision number used may no longer be available. In general, you should be
able to use more recent minor versions and revisions of the software dependencies. For example, if
the installation instructions refer to PostgreSQL 8.4.7.2, then PostgreSQL 8.4.8 should work
successfully too (but not PostgreSQL 9).

Record the version or revision number of all the software you use. If you have concerns about a
particular combination, post your question to the OpenClinica Forums.

9.3.3 Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application. Follow these instructions to
install Java:

1. OpenClinica 3.2 is designed to run on a Java 7 SDK platform. To avoid conflicts with other
versions of Java, clear out any other Java installations on the system. Select Start > Control
Panel > Add Remove Programs, then remove any Java JREs and SDKs.

2. Create the directory c:ocinstall.

3. From one of the following websites, download the Java 7 SE Development Kit 7.0 update 52
(jdk-7u51-windows-i586.exe ) into c:ocinstall:

e From the Java website:
http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html

4. Run c:ocinstalljdk-7u51-windows-i586.exe.
5. The Open File - Security Warning message displays.

6. Click Run.

The Welcome to Java Installation Wizard opens.
7. Click Next.

The Custom Setup screen displays.

8. Click Change....
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9. Change the path to c:oc jdk1.7.0 51, then click OK.
The Custom Setup screen should now look like this:

j{{‘}' Java SE Development Kit 7 Update 51 - Custom Setup I&

Select optional features to install from the list below, You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

OoORACLE

Feature Description

Java SE Development Kit 7
Update 51, induding the JavaFx
SDE, a private JRE, a private
JavaFX runtime, and the Java
Mission Control tools suite. This
will reguire 300ME on your hard
drive.

Install to:

chocki 7051

< Back ][ Mext = ] [ Cancel ]

b

10. Click Next.

The Setup Wizard installs the JDK. When setup completes, a screen to install JRE7 displays.

11. Click Cancel, and then in the confirmation dialog box click Yes.

The Install Success screen displays.

12. Click Close.

13. A web browser window opens, presenting you with the option to register the JDK. Register, or
close the window.

9.3.4 Install PostgreSQL Database

The OpenClinica software uses the PostgreSQL relational database management system. Complete
these instructions to install PostgreSQL.

1.

From this location
http://www.enterprisedb.com/postgresql-8421-installers-win32?ls=Crossover&type=Crossover
, download the executable to c:ocinstall.

. Run the executable.

The Open File Security Warning message displays
Click Run.

The PostgreSQL Installation Wizard opens.

Click Next.

The Installation directory screen displays.

. Click Next to accept the default values.

The Data directory screen displays.

Click Next to accept the default values.

The Password screen displays.

Enter a password for the Postgres superuser. Record the password for use later in the



8.

9.

10.

11.

installation process. Re-enter the password, and click Next.
The Port screen displays.

Click Next to accept the default value (5432).

The Advanced Options screen displays.

Advanced Options j*‘i

Select the locals to be used by the new database cluster.
Locale | [Default locale] =]

I trestall plipgsgl in templatel database?

<Back | met> | cancel

Complete the screen as follows:

1. For Locale, select Default locale.

2. Clear the Install pl/pgsql in templatel database? checkbox.

3. Click Next.

The Ready to install screen displays

Click Next to start the installation.

When the installation finishes, the Completing the PostgreSQL Setup Wizard screen
displays.

Clear the Launch Stackbuilder at exit checkbox, then click Finish.

9.3.5 Install Tomcat

1.

From either of the following websites, download the Windows Service Installer Version,
apache-tomcat-7.0.52.exe, and save it to c:ocinstall:

From the Apache website: http://tomcat.apache.org/download-70.cgi
Run

c:ocinstall apache-tomcat-7.0.52.exe

The Apache Tomcat Setup Installation Wizard opens.

. When the Open File - Security Warning message displays, click Run.
. On the Welcome screen of the Apache Tomcat Setup Installation Wizard, click Next.

The License Agreement screen displays.
Click I Agree to accept the agreement.
The Choose Components screen displays.

. Click Next to accept the default values.

The Configuration screen displays.
Click Next to accept the default values.
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The Java Virtual Machine screen displays.

7. Click ..., then select the path you installed the JDK into:
c:oc jdk1.7.0 51

The screen now should look like this:

Java Virtual Machine
Java Virtual Machine path selection,

Please select the path of a Java SE 6.0 or later JRE installed on your system.

C:\0C\idk1.7.0_51

Mullsoft Install Svstem w246

8. Click Next.
The Choose Install Location screen displays
9. Edit the Destination Folder to be c:octomcat. The screen should look like this:

Choose Install Location
Choose the folder in which to install Apache Tomcat,

Setup will install Apache Tomcat in the following folder. To install in a different folder, didk
Browse and select another folder, Click Install to start the installation.

Destination Folder

| C:\OCHtomeat

Space reguired: 11,3MB
Space available: 793.6GE

Mullsoft Install Svstem w246

10. Click Install to start the installation.

When the installation is finished, the Completing the Apache Tomcat Setup Wizard screen
displays.



11. Complete the screen as follows:
0. Clear the Run Apache Tomcat checkbox.
1. Clear the Show Readme checkbox.
The screen should now look like this:

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to close this wizard,

% [ ]Run Apache Tomcat

[ ]show Readme
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12. Click Finish.

13. Create the directory c:octomcatoldwebapps.

14. Move the web apps provided with Tomcat that OpenClinica does not need by moving the
contents of c:octomcatwebapps to c:octomcatoldwebapps.

9.3.6 Starting and Stopping Tomcat
Start Tomcat using any one of these methods:

1. From the Apache Tomcat 7 Properties window:
1. Select Start > Apache Tomcat 7.0 > Configure Tomcat to open the window.
2. Click the General tab.
3. On the General page, click the Start button to start Tomcat.
2. Using the Windows run command:
1. Select Start > Run.
2. In the Run box, type cmd, then click OK.
3. At the new command prompt, start Tomcat by typing
net start tomcat7
then press Enter.

When you need to stop Tomcat, type
net stop tomcat7
then press Enter.

9.3.6 Install OpenClinica Package

1. Download the OpenClinica software, OpenClinica-v.x.y.zip, from the OpenClinica website



location, https://community.openclinica.com/project/openclinica. To download the software,

you need a community account, which is free to create. You will be required to log in to this
account to download the OpenClinica software.
After downloading the OpenClinica software, move it to the directory with the other software
dependencies you downloaded:
c:ocinstall.

2. Right-click OpenClinica-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-v.x.ydistributionOpenClinica.war to c:octomcatwebapps.

oUW

9.3.7 Set Up the PostgreSQL Database

Complete these instructions to setup PostgreSQL database.

1. Select Start > Programs > PostgreSQL 8.4 > pgAdminIII.
2. The pgAdminlIII window opens. Right-click the PostgreSQL 8.4 (localhost:5432) icon, and
select Connect, as shown here:

4 pgAdmin Il
Fi= Edt Toolk COasplay Help
j:i. s | - R {': :-:5:5.:- : Y
£] Servers (1) Properties | Statstics | Depends on | Referenced by
- QrostoresoL Datahass Server .1 (oJEPYNY e T A
'Fu:.r-:-tnn PostgreSOL Database Server 8.1
Son service I;tm o ahost
Delete/Drop It 5z
WICE pasgha.1
Properties prtenance datsbase  postgres
Lismrryanmes postgres
Store password? No w
£ »
< i< >
Fetrarang server propertes... Done, 0.00 secs
3. Log in to the database server using the password you set up during the PostgreSQL

installation.
4. Create the database openclinica and the database user clinica, which OpenClinica uses to
connect to the database:
0. Expand the databases, and select postgreSQL.
1. Select Tools > Query tool.
The Query window opens.
2. In the SQL Editor box, delete all the text.
3. In the SQL Editor box, type the following:
CREATE ROLE clinica LOGIN ENCRYPTED PASSWORD 'clinica’' SUPERUSER NOINHERIT
NOCREATEDB NOCREATEROLE;
4. Select Query > Execute, which runs the SQL query.
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When the query completes, a message displays in the History window.
5. In the SQL Editor box, delete all the text.
6. In the SQL Editor box, type the following:
CREATE DATABASE openclinica WITH ENCODING='UTF8' OWNER=clinica;
7. Select Query > Execute.
When the query completes, a message displays in the History window.
8. Close the Query window, and click No when prompted to save changes.
The database password is set to clinica by default, which is not a secure password. Change the
password as follows:
1. In the pgAdminlIIl window, expand and select Login Roles.
Select View > Refresh.
The clinica database user is listed.
Right-click the clinica user account and select Properties.
In the Login Role for clinica box that displays, enter the new password and re-enter it,
then click OK. Record the password for future use.

O W

9.3.8 Configure Tomcat to Work with OpenClinica and (if installed) OpenClinica Web
Services

1.

2.

Select Start>All Programs > Apache Tomcat 7.0 > Configure Tomcat.

The Apache Tomcat 7 Properties window opens.

Please click the Java Options tab described in the 'Configure Tomcat' section and add the
following

-XX:+UseParallelGC

-XX:ParallelGCThreads=n

-XX:MaxPermSize=180m

-XX:+CMSClassUnloadingEnabled

On Java Console set Maximum Pool Size to 1280.

Please note that the minimum RAM requirement is 1280 MB of memory for these settings, so
the CPU is expected to have much higher RAM available.

Where n is the number of cores of your CPU. There should be no spaces before or after each
entry. Each entry should be on a new line. The MaxPermSize value depends on the number of
.war files that you are deploying. For instance, if you deploy web and web services,
XX:MaxPermSize should be set to 360m.

-XX:ParallelGCThreads = # of cores of your CPU, as long as the number of processors on your
CPU are lesser than 8.The Window should look like this for a 4 core processor:

This setting is based upon the number of war files deployed. The web war needs a 180m of
PermGen and the ws war needs a 90m of PermGen memory settings.

3. The window should now look like this:



8.

y Apache Tomcat 7.0 Tomcat7 Properties Ed

General | Log On | Logging | Ja%a | Startup | Shutdown

[] Use default
Java Virtual Machine:

C:\0CYidk1. 7.0_51%bin'server jym.dl

Java Classpath:
C:AOC\tomcat\pinbootstrap. jar; C:\OCbomca tibintomcat-juli. jar

Java Options:

-X¥: HUseParallel3C ~
-X¥:ParallelGCThreads =n
-X¥:MaxPermSize =180m

-¥¥: +HCMSClassUnloadingEnabled

W
Initial memory pool: MB
Maximum memory pool: | 12;3|:|| | ME
Thread stack size: KB

Click Apply, which completes the configuration of Tomcat.
Start Tomcat:
1. Click the General tab.
2. On the General page, click Start.
In about five minutes, Tomcat will be fully started. Verify it is fully started by opening the file
c:octomcatlogstomcat7-stderr.current date.out, and looking for this line:
INFO: Server Startup in XXXXX ms

. After verifying Tomcat has fully started, in the General page of the Apache Tomcat 7

Properties window, click Stop.
Wait two minutes for Tomcat to stop, then delete OpenClinca.war from c:octomcatwebapps.

9.3.9 Configure the OpenClinica Application

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system, however.

1.

w

Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinicaWEB-INFclassesdatainfo.properties

. Edit values for the properties in the datainfo.properties file. You must change the value for

dbPass to the password you selected when you set-up PostgreSQL. Change the values for any
other properties. The datainfo.properties file for Windows is the same as for Linux.

When you finish making changes, save the file.

You may also need to configure OpenClinica for internationalization should you wish to utilize
OpencClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more
information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer to
https://docs.openclinica.com/3-1-technical-documents/openclinica-and-internationalization/.
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9.3.10 Verify the Installation

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Verify the
installation was successful by following these steps:

1.

Restart Tomcat

2. Open a web browser and access OpenClinica at the following URL:

5.

http://localhost:8080/OpenClinica

(The port number may be different if you changed the configuration of your Tomcat instance
that is running OpenClinica.) The OpenClinica Login page should display.

. Log in to OpenClinica using the default user name, root, and password 12345678. You will be

forced to change the password for the user "root" to a secure password. See Update User
Profile if you need more information.

The user "root" is assigned to a default Study named "Default." Create a user account for
yourself, with the User Type set to "technical administrator" and the User Role set to Data
Manager: for instructions to create the user account, see Create a New User.

Log out and stop Tomcat if you now plan to install Web Services Package

9.3.11 Install OpenClinica Web Services Package

Web Services are optional. You do not need to install them if you are not planning on using web
services.

1.

N W

Download the OpenClinica-ws software, OpenClinica-ws-v.x.y.zip, from the OpenClinica
website location: https://community.openclinica.com/project/openclinica. To download the
software, you need a community account, which is free to create. You will be required to log in
to the account to download the OpenClinica software. After downloading the OpenClinica-ws
software, move it to the directory with the other software dependencies you downloaded:
c:ocinstall.

Right-click OpenClinica-ws-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-ws-v.x.ydistributionOpenClinica-ws.war to c:octomcatwebapps.
Restart Tomcat then stop Tomcat following the intructions from above.

9.3.12 Configure OpenClinica Web Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system, however.

Note: Most of the properties are not needed or used for Web Services.

1.

2.

Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinica-wsWEB-INFclassesdatainfo.properties

Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
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properties.

The datainfo.properties file for Windows is the same as for Linuxsee more information at
description of datainfo.properties file for web services.

3. If you are installing Web Services for OpenClinica 3.1.2 and earlier please edit adminEmail
property (section 5 - adminEmail) if you would like e-mail to be send through 'Contact' link
from Web Services welcome page.

4. Other properties that can be configured for web services are:

0. Section 11 - Logging configuration
5. When you finish making changes, save the file.

9.3.13 Verify the Installation of OpenClinica Web Services

1. Restart Tomcat

2. Point your web browser to the OpenClinica Web Services welcome page: http://<<server
url>>:8080/OpenClinica-ws. The OpenClinica Web Services Welcome page should be display.

3. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica Web Services to. The version number is displayed in the lower right corner of the

page.

Web Services should have the same version as OpenClinica application.

Functional approval by Rahul Sundaram. Signed on 2014-07-21 3:30PM
Approved for publication by Ben Baumann. Signed on 2014-07-21 3:32PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.10 Upgrade to OpenClinica 3.2 on Linux

The following process describes how to upgrade Java and Tomcat to work with OpenClinica 3.2 on
Linux. Be sure to back up your database before starting the upgrade process.

Before you begin, the following packages should be installed with your Linux operating system:
vim
unzip
tar

(eg:~# apt-get install vim)

You will require "root" user access to your operating system. Run all commands in this guide with a
user account possessing root-level permissions.

9.3.1 Upgrade Java 6 to Java 7

9.3.1.1 Preconditions for Upgrading Java

1. Access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
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The Login page should display.
2. Verify the current version of Java is Java 6 by running this command:

[usr/local/java/jre/bin# ./java version

9.3.1.2 Upgrade Java 6 to Java 7
a. For 32-bit operating systems, to get the files from OpenClinica, run:

wget https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/jdk-7u51-linux-i586.gz
b. For 64-bit operating systems, to get the files from OpenClinca, run:

wget https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/jdk-7u51-linux-x64.gz

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application.

1. Install Java by running:
ar -xvf jdk-7ub1-linux-x64.tar.gz (This command is to unzip gz)
chown R root:root jdk1.7.0 51 ( to change owner)
chmod a+x jdk-7*
2. To install the Java in operating system by running
mv jdk1.7* fusr/local/
In -s /usr/local/jdk1.7* /usr/local/java

Java is now installed in the correct location.
9.3.1.3 Verify Java 7 is installed

1. Verify the current version of the Java is Java 7 by running these commands in root:
Goto: cd /usr/local/java/jre/bin

Run: ./java version

(for example: root@bagel:/usr/local/java/jre/bin# ./java version)
2. Access OpenClinica at the following URL:

http://localhost:8080/OpenClinica

The Login page should display.

9.3.2 Upgrade Tomcat 6 to Tomcat 7

9.3.2.1 Preconditions for Upgrading Tomcat



1. Access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
The Login page should display.

2. Stop Tomcat 6 by running the following command:

/etc/init.d/tomcat stop
3. Uninstall Tomcat 6 from your system (including all the configuration files) but
Before running this command make sure that, cd /usr/local.

rm rf tomcat

rm rf apache-tomcat-6.0.32
9.3.2.2 Install Tomcat 7

1. The OpenClinica software uses the Apache Tomcat Java application server.
Download Tomcat 7 from one of the following sites and copy it into the local folder
/usr/local/oc/install/

Download it from the Tomcat website: http://tomcat.apache.org/download-70.cgi
-or-

Download it from the OpenClinica website:
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.5
2.tar.gz

Run the following command in /usr/local/oc/install/ to install Tomcat 7.

wget
https://dev.openclinica.com/oc/software/OpenClinica-3.2/linux/apache-tomcat-7.0.5
2.tar.gz

2. The current directory on your system should be /usr/local/oc/install. If it is not,
make it the current directory by running:
cd /usr/local/oc/install

3. Install Tomcat by running the following:

tar -zxvf apache-tomcat-7*

mv apache-tomcat-7.0.52 /usr/local/

In -s /usr/local/apache-tomcat-7.0.52 /usr/local/tomcat

(Note: The system will prompt you to enter your UNIX password. Use tomcat as

the password, and press enter for all the default value for the full name, room

number, phone, home phone and other. Is the info correct? Type Y and enter.)
4. Move the web apps provided with Tomcat that are not needed by OpenClinica to

another location by running:

mkdir /usr/local/tomcat/oldwebapps

mv /usr/local/tomcat/webapps/* /usr/local/tomcat/oldwebapps

Tomcat is now installed and you can set Tomcat to automatically start when you
start your system, or you can start Tomcat manually by issuing commands.
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To set Tomcat to start automatically on system startup, run the following: (Note:
Before running the command install the OpenClinica 3.2 on your install folder)

cp /usr/local/oc/install/OpenClinica-3.2*/install-docs/linux/tomcat /etc/init.d/
cd /etc/init.d

chmod a+x /etc/init.d/tomcat

/sbin/chkconfig --add tomcat

(Note: This command is only for Red Hat Linux. For other operating systems, see
the operating system instructions for adding an init script.)

. Update the File Path parameter to the correct value

chown -R tomcat /usr/local/tomcat/*

chown -R tomcat /usr/local/apache-*

9.3.2.3 Deploy the OpenClinica Software Package

1.

2.

First, make sure Tomcat is stopped:

Stop Tomcat 7 by running:

/etc/init.d/tomcat stop

The current directory on your system should be /usr/local/oc/install. If it is not,
make it the current directory by running:

cd /usr/local/oc/install

Run each of the following commands:

unzip OpenClinica 3.2*

cd OpenClinica 3.2*/distribution

unzip OpenClinica.war -d OpenClinica

cp -rf OpenClinica* /usr/local/tomcat/webapps

rm -f /usr/local/tomcat/webapps/OpenClinica.war

OpencClinica is now deployed for use with the database.

9.3.2.4 Verify Tomcat 7 is Started and the Application is Running

1.

Start Tomcat:
/etc/init.d/tomcat start
(Note: Replace start with stop to stop the Tomcat service)

2. Verify Tomcat 7 is running with the following commands. You should see a similar


https://docs.openclinica.com/install-3-2-linux

message as shown in the bracket().

/etc/init.d/tomcat status (Tomcat is running)
3. Access OpenClinica at the following URL:

http://localhost:8080/0OpenClinica

The Login page should display.

Approved for publication by Ben Baumann. Signed on 2014-03-27 5:45PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.11 Upgrade to OpenClinica 3.2 on
Windows

9.4.1 Upgrade Java 6 to Java 7
9.4.1.1 Preconditions for Upgrading Java

1. Verify Java 6 (jdk1.6.0 24) is already installed and running.
Go to Start>All Programs>]Java Folder. Click About Java.
Verify the current version of Java is 6 (jdk1.6.0 24).
2. Verify the following directory exists c:ocinstall. If it does not, then create the directory.
3. Open a web browser and access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica
The OpenClinica login page should display.

9.4.1.2 Upgrade Java 6 to Java 7

1. From one of the following websites, download the Java 7 SE Development Kit 7.0 update
(jdk-7u51-windows-i586.exe ) and save it to c:ocinstall:
o From the Java website:
http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.htm
l
o From the OpenClinica website:
http://svn.akazaresearch.com/oc/software/OpenClinica-3.2/windows/
2. Run c:ocinstalljdk-7u51-windows-i586.exe.
3. The installation window starts and looks like:
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Welcome to the Installation Wizard for Java SE Development Kit 7 Update 51

This wizard will guide you hrough the installation process for She Java SE Development
Kit 7 Uipdiate 51.

The loreh Mssion Control proSing and dagrodbes ook Ssute s row Bvalabis s nart of
the DK

(mes ][ conce

4. Click Next
5. The Custom Setup screen displays.
a. Click Change....
b. Change the path to c:oc jdk1.7.0 51, then click OK.
The Custom Setup screen should now look like this:

- —— B
ﬁ! Java SE Development Kit 7 Update 51 - Custom Setup ﬁ

OoORACLE

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

e Java SE Development Kit 7
IUpdate 51, induding the JavaFXx
- SDUF_EE Code SDK, a private JRE, a private
=3 - | Public JRE JavaF¥ runtime, and the Java
Mission Control toals suite, This
will require 300ME on your hard
drive.

Install to:

C:\0CYdk1.7.0_51\

[ < Back ][ Mext = ] [ Cancel ]
6. Click Next
7. Java Setup-Destination Folder will show up. Keep the default location and click Next
8. The Setup Wizard installs the JDK.
9. The Install Success screen displays.
10. Click Close.

9.4.1.3 Verify Java 7 is installed

1. Verify Java 7 (jdk1.7.0_51) has been installed and running. Also, please notice that all
applications, not specified with Java 6, will use Java 7 after the upgrading.
Go to Start>All Programs>]Java Folder. Click About Java.
Verify the current version of Java is 7 (jdk1.7.0 51). The updated About Java screen should



look as below:

About Jlava

B e

Java™
Standard Edition

Verify Java 7 is installed by opening a web browser and accessing OpenClinica at the following URL:

http://localhost:8080/0OpenClinica
The OpenClinica login page should display

9.4.2 Upgrade Tomcat6 to Tomcat7
9.4.2.1 Preconditions for Upgrading Tomcat

1. First, open a web browser and verify you can access OpenClinica at the following

URL: http://localhost:8080/OpenClinica
The OpenClinica login page should display.
2. To upgrade the Tomcat 6 to Tomcat 7, you need to first remove Tomcat 6:

Stop Tomcat 6 using any one of these methods:

1. From the Apache Tomcat 6 Properties window:
e Select Start > Apache Tomcat 6.0 > Configure Tomcat to open the
window.
e Click the General tab.
e On the General page, click the Stop button to stop Tomcat
2. Using the Windows run command:
e Select Start > Run.
¢ In the Run box, type cmd, then click OK.

At the new command prompt, stop Tomcat by typing
net stop tomcat6
Then press Enter.

a. Uninstall Tomcat 6
Select Start > Control Panel > Add Remove Programs, then remove Tomcat 6 by pressing
uninstall program.

b. Reboot the system



After removing the Tomcat6 from the program, reboot the system.
9.4.2.2 Install Tomcat 7

1. From either of the following two websites, download the Windows Service Installer
Version, apache-tomcat-7.0.52.exe, and save it to c:ocinstall:

* Download from the Apache website: http://tomcat.apache.org/download-70.cgi

» Download from the OpenClinica website:
http://svn.akazaresearch.com/oc/software/OpenClinica-3.2/windows/
2. Run the Installation file:
c:ocinstallapache-tomcat-7.0.52.exe
The Apache Tomcat Setup Installation Wizard opens.
When the Open File - Security Warning message displays, click Run.
On the Welcome screen of the Apache Tomcat Setup Installation Wizard, click
Next.
The License Agreement screen displays. Click I Agree to accept the agreement.
The Choose Components screen displays. Click Next to accept the default values.
The Configuration screen displays. Click Next to accept the default values.
The Java Virtual Machine screen displays. Click ..., then select the path where you
installed the JDK:
c:oc jdk1.7.0 51
The screen now should look like this:

Apache Tomcat Setup: Java Virtual Machine path selecti.. — &
Java Virtual Machine ~;
Java Virtual Machine path selection, 2

Flease select the path of a Java SE 6.0 or later JRE installed on your system.

C:\0CYidk1.7.0_51 E|

< Back Mext = Cancel

Click Next.

The Choose Install Location screen displays. Edit the Destination Folder
to be c:octomcat. The screen should look like this:
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Choose Install Location
Choose the folder in which to install Apache Tomcat.

Setup will install Apache Tomcat in the following folder. To install in a different folder, didk
Browse and select another folder, Click Install to start the installation.

Destination Faolder

| C:\OCHtomeat

Space reguired: 11.3MB
Space available: 793.6GE

Mullsoft Install Svstem w246

| <Back || Instal | | Cancel

Click Install to start the installation.

When the installation is finished, the Completing the Apache Tomcat
Setup Wizard screen displays.Complete the screen as follows:

-Clear the Run Apache Tomcat checkbox.

-Clear the Show Readme checkbox.

The screen should now look like this:

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to close this wizard,

% [ ]Run Apache Tomcat

[ ]show Readme

[/ /tomcat.apache.org

http

o
Pt

Apache Tomcat 7

Click Finish.



9.4.2.3 Deploy the OpenClinica Package

Ok wh

. Download the OpenClinica software package, OpenClinica 3.2.zip, from the

OpenClinica website: https://community.openclinica.com/project/openclinica. To

download the software, you need a community account, which is free to create.
You will be required to log in to the account in order to download the OpenClinica
software.

After downloading the OpenClinica software, move it to the directory with
the other software dependencies you downloaded:
c:ocinstall.

Right-click OpenClinica 3.2.zip and select Extract All.

The Extraction Wizard opens.

Click Next

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.
Stop Tomcat. At the new command prompt, stop Tomcat by typing:

net stop tomcat7

Copy c:ocinstallOpenClinica 3.2distributionOpenClinica.war to
c:octomcatwebapps.

9.4.2.4 Verify Tomcat 7 is installed and Application is Running

a. Start Tomcat

Verify that Tomcat is running. If Tomcat is not started than start Tomcat
using any one of these methods:

1. From the Apache Tomcat 7Properties window:
o Select Start > Apache Tomcat 7.0 > Configure Tomcat to
open the window.
o Click the General tab.
o On the General page, click the Start button to start Tomcat.
2. Using the Windows run command:
Select Start > Run.
In the Run box, type cmd, then click OK.
At the new command prompt, start Tomcat by typing
net start tomcat7
then press Enter.

b. Verify the OpenClinica Application

Open a web browser and access the OpenClinica at the following URL.:
http://localhost:8080/0OpenClinica
The OpenClinica login page should display.
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Approved for publication by Ben Baumann. Signed on 2014-03-30 10:44AM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.12 Install OpenClinica 3.1.x on Linux

These instructions have been verified for Red Hat Enterprise Linux version 5.

These instructions are for installing version 3.1 of OpenClinica, and also apply to installing the
maintenance releases of 3.1 for example 3.1.2. When you see v.x or v.x.y in the instructions, use your
version number, e.g. 3.1.2.

Approved for publication by Ben Baumann. Signed on 2014-03-27 9:15AM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.12.1 Overview of Installation on Linux
Systems

Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:

Ensure your operating system meets the specified requirements
Download the installation files
Install Java
Install Tomcat
Install the database you will use, either PostgreSQL or Oracle:
o Follow these instructions to install PostgreSQL.
o If you are using Oracle, you will need to obtain the instructions to install it. OpenClinica
does not provide instructions to install Oracle.
6. Set up the database you installed:
o Set up PostgreSQL

o Set up Oracle

7. Deploy OpenClinica within Tomcat
8. Set Tomcat to start

9. Configure the OpenClinica application
10. Restart the system and verify access to OpenClinica
11. Configure Tomcat to use HTTPS
12. Verify the installation by ensuring you can log in to OpenClinica.

e W e

After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
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Director) and then build a Study.

12.12.2 Operating System Requirements

The following packages should be installed for your Operating System:

e vim
e unzip
e tar

You require "root" user access. Run all commands in the installation instructions using root-level
permission.

12.12.3 Download Installation Files

OpenClinica and OpenClinica Web Services run and depend on several external software
technologies: the Java Development Kit, the Apache Tomcat Servlet Container, and the PostgreSQL
relational database (unless you are using the Oracle database).

The OpenClinica website has a copy of the neccessary installers for Java, Tomcat, and PostgreSQL
for you to download. If you choose to use versions of Java, Tomcat, and PostgreSQL other than those
provided on the website, please note that they have not been tested with the OpenClinica
application.

There are 32-bit and 64-bit editions of the software, when applicable. To determine if your system is
running a 32-bit or 64-bit operating system, in your Linux terminal, run

uname -a
The display reports the version:

e [fi386 or i686 displays, it is a 32-bit operating system.
e [f x86 64 displays, it is a 64-bit operating system.

To download the installation files:

1. Run the following commands to create the OpenClinica directory on your system and to make
it the current directory:

mkdir -p /usr/local/oc/install
cd /usr/local/oc/install

2. Run the following commands to download the Java, Tomcat, and PostgreSQL files for your
architecture. In the commands, substitute v.x with the version of OpenClinica you are
installing ( e.g. 3.1):

o For 32-bit operating systems, to get the files from OpenClinica run:
wget

http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/apache-tomcat-6.0.32.ta
r.gz



wget http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/jdk-6u24-linux-
i586.bin

If you will be using PostgreSQL (not Oracle) for your database, also run:

wget http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/postgresql-8.4.1-1-
linux.bin

o For 64-bit operating systems, to get the files from OpenClinca, run:

wget http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/apache-
tomcat-6.0.32.tar.gz

wget http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/jdk-6u24-linux-
x64.bin

If you will be using PostgreSQL (not Oracle) for your database, also run:

wget http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/linux/postgresql-8.4.1-1-
linux-x64.bin

o Instead of downloading the files from the above links, you can download them directly
from their native websites:

= PostgreSQL: http://www.postgresql.org/

» Java: http://www.oracle.com/technetwork/java/index.html

= Tomcat: http://tomcat.apache.org/

3. Download the OpenClinica software from the OpenClinica website, using this location:

https://community.openclinica.com/project/openclinica. To download the software, you need a
OpenClinica community user account, which is free to create; you will be required to log in to
the account to download the OpenClinica software.

After downloading the OpenClinica software, move it to the directory where you downloaded
the other software components to:

/usr/local/oc/install

12.12.4 Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
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2. Install Java by running:

chmod a+x jdk-6*
Jjdk-6*

w

When the files finish extracting, the system displays "Press Enter to continue ...," press Enter.
4. A web browser window opens, presenting you with the option to register the Java software.
Register, or close the window.

5. Install Java in the operating system by running:

mv jdk1* /usr/local/
In -s /usr/local/jdk1* /usr/local/java

Java is now installed in the correct location.

12.12.5 Install Tomcat

The OpenClinica software uses the Apache Tomcat Java application server.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Install Tomcat by running the following:

tar -zxvf apache-tomcat-*

mv apache-tomcat-6.0.32 /usr/local/

In -s /usr/local/apache-tomcat-6.0.32 /usr/local/tomcat
/usr/sbin/adduser tomcat

3. Move the web apps provided with Tomcat that are not needed by OpenClinica to another
location by running:

mkdir /usr/local/tomcat/oldwebapps
mv /usr/local/tomcat/webapps/* /usr/local/tomcat/oldwebapps

Tomcat is now installed.

12.12.6 Install PostgreSQL Database

The OpenClinica software uses an underlying relational database management system, either
PostgreSQL or Oracle. Complete these instructions if you will be using the PostgreSQL database. If
you will be using the Oracle database, install Oracle instead of completing these instructions. Note:
we do not provide instructions for installing Oracle.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:


http://tomcat.apache.org/

cd /usr/local/oc/install
2. Start the PostgreSQL setup by running:

chmod a+x postgresql-8.4.*
.Jpostgresql-8.4.* --mode text

The PostgreSQL Setup Wizard starts.

3. For most of the options in the Setup Wizard, accept the defaults. Complete the Setup Wizard

as follows:
|Prompt ||Action |
|Insta11ation Directory [/opt/PostgreSQL/8.4] ||Press Enter to accept. |
|Data Directory [/opt/PostgreSQL/8.4/data] ||Press Enter to accept. |
Enter a password for the PostgreSQL
p database superuser, then press Enter.
assword

Record the password because you will
need it again in this installation.

Retype Password Type the password again, then press

Enter.
|Port [5432] ||Press Enter to accept. |
|P1ease choose an option [1] ||Press Enter to accept. |
|Insta11 pl/pgsql in templatel database? [Y/n] ||Type n, then press Enter. |
|Do you want to continue? [Y/n] ||Press Enter to accept. |

Setup has finished installing PostgreSQL on your
computer.

Stack Builder may be used to download and install Type n, then press Enter.
additional tools, drivers and applications to
complement your PostgreSQL installation. [Y/n]

PostgreSQL is now installed on your system and will start when you start up your system.

12.12.7 Set Up the PostgreSQL Database

Complete these instructions if you will be using the PostgreSQL database. If you will be using the
Oracle database, instead use the Oracle setup instructions.

1. Run the following commands to create the PostgreSQL database and database user
OpenClinica uses to connect to the database:

/opt/PostgreSQL/8.4/bin/psql -U postgres -¢ "CREATE ROLE clinica LOGIN ENCRYPTED
PASSWORD 'clinica' SUPERUSER NOINHERIT NOCREATEDB NOCREATEROLE"

Jopt/PostgreSQL/8.4/bin/psql -U postgres -c "CREATE DATABASE openclinica WITH
ENCODING='UTF8' OWNER=clinica"
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2. The database user password is set to clinica by default, which is not a secure password.
Change the password as follows:

1. Run:
/opt/PostgreSQL/8.4/bin/psql -U postgres

2. A psql prompt displays with this message:
ALTER USER clinica WITH PASSWORD 'XXXX'

3. Replace XXXX with a secure password. Record the password for use in a later
installation step.

4. Exit the psql prompt by running:

q

12.12.8 Deploying OpenClinica within
Tomcat

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install
2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.1:
unzip OpenClinica-v.x*
cd OpenClinica-v.x*/distribution
unzip OpenClinica.war -d OpenClinica

cp -rf OpenClinica* /usr/local/tomcat/webapps
rm -f /usr/local/tomcat/webapps/OpenClinica.war

OpenClinica is now deployed for use with the database.

12.12.9 Deploying OpenClinica Web Services
within Tomcat

Web Services are optional. Do not install them if you are not planning to use them.

1. The current directory on your system should be /usr/local/oc/install. If it is not, make it the
current directory by running:

cd /usr/local/oc/install

2. Run the following commands. In the commands, v.x is your version of OpenClinica, e.g. 3.1:



unzip OpenClinica-ws-v.x*

cd OpenClinica-ws-v.x*/distribution

unzip OpenClinica-ws.war -d OpenClinica-ws

cp -rf OpenClinica* /usr/local/tomcat/webapps

rm -f /usr/local/tomcat/webapps/OpenClinica-ws.war

OpenClinica web services are now deployed for use with the database.

12.12.10 Set Tomcat to Start

You can set Tomcat to automatically start when you start your system, or you can start and stop
Tomcat manually by issuing commands.

To set Tomcat to start automatically on system startup, run the following:
cp /usr/local/oc/install/OpenClinica-v.x*/install-docs/linux/tomcat /etc/init.d/
cd /etc/init.d

chmod a+x /etc/init.d/tomcat

/sbin/chkconfig --add tomcat (Note: This command is only for Red Hat Linux. For other operating
systems, see the operating system instructions for adding an init script.)

To stop and start Tomcat manually by issuing commands, run the following:
/usr/local/tomcat/bin/shutdown.sh (stops Tomcat)

/usr/local/tomcat/bin/startup.sh (starts Tomcat)

12.12.11 Configure OpenClinica for Optimum
Performance

Under stress tests, OpenClinica 3.1.3 has performed well with the following JVM (Java Virtual
Machine) settings:

Edit the init.d/tomcat and replace the JAVA OPTS with following:

export JAVA OPTS="$JAVA OPTS -Xmx1280m -XX:+UseParallelGC -XX:ParallelGCThreads=n -
XX:MaxPermSize=180m -XX:+CMSClassUnloadingEnabled"

For the setting -XX:ParallelGCThreads=n, n should be replaced with the # of cores of your CPU as
long as the total number of cores are lesser than 8.

The number of cores can be determined by using 'top' command.

Please note that the minimum RAM requirement is 1280 MB of memory for these settings, so the
server is expected to have much higher RAM available. The amount of available memory can be



determined by using the command free -m to give the memory (in MB). The MaxPermSize value
depends on the number of war files that you are deploying. The web war needs a 180m of PermGen
and the ws war needs a 90m of PermGen memory settings.

For the settings to take effect, restart the Tomcat server.

12.12.12 Configure the OpenClinica
Application
If you followed all the previous instructions exactly, there is only one property in the configuration

file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change the value for

dbPass to the password you selected in Set Up the PostgreSQL Database. Change the values

for any other properties, then save the file.

Update the filePath parameter to the right value.

4. Run the following commands:

w

chown -R tomcat /usr/local/tomcat/*
chown -R tomcat /usr/local/apache-*

5. You may also need to configure OpenClinica for internationalization should you wish to utilize
OpenClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more
information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer to

https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization

12.12.13 Configure the OpenClinica Web
Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system.

Note: Most of the properties are not needed or used for Web Services, see Description of
datainfo.properties File for Web Services for more information on what settings are actually used.

1. Open the configuration file: /usr/local/tomcat/webapps/OpenClinica-ws/WEB-
INF/classes/datainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
properties.

3. Run the following commands:


https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/3-1-installation-installation-linux-download-installation-files/#content-title-4337#content-title-5457#content-title-5457#content-title-5457%20#content-title-5457#content-title-5457%20#content-title-4343%20#content-title-4343%20#content-title-4343%20
https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization
https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/3-1-installation-installation-linux-download-installation-files/#content-title-4337#content-title-5457
https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/3-1-installation-installation-linux-download-installation-files/#content-title-4337#content-title-5457
https://docs.openclinica.com/3-1/installation/3-1-installation-install-3-1-x-linux/3-1-installation-installation-linux-download-installation-files/#content-title-4337#content-title-5457

chown -R tomcat /usr/local/tomcat/*
chown -R tomcat /usr/local/apache-*

12.12.14 Description of datainfo.properties
File

The datainfo.properties file will look similar to the following. Each group of properties is numbered
and a description of the property group is presented as a series of comment lines (lines that begin
with # are comments) before the section where you specify the values for the properties in the
group.

HHUAHBHHBHHBHHBRHBRHBBHBBHBBHHBRHBBHBBHBBHBBHBBHHBHHBRHBBHBEHHSH
HHAHBHHBHHBHHBHH Y

# 1 - Database Configuration

#

# Database configuration is done with the following 6 properties
# The dbType options are either postgres or oracle.

# Enter the user name and password to access the database in

# dbUser and dbPass.

# The db field is for the name of the database and provide the port
# in dbPort.

# dbHost can be a URL, IP address or localhost

#

# REQUIRED
HHAHBHHBHHBHHBHHBRHBRHBRHHBHH BB H BB HBRHBRHBRHRBRHHBHH BB H SR H LR HSH
HAHBHHBHHBHHBHHY

dbType=postgres

dbUser=clinica

dbPass=clinica

db=${WEBAPP.lower}

dbPort=5432

dbHost=localhost

HHBHBHBHBHHBHHBHBHBH B R LR BB HRHBH B A LR B R BB HRHBHBH LR B R B R HRHBH SR SR
HHBHBHBHBHBHHHH#H

# 2 - filePath

#

# File Path is the string which declares the

# repository for all uploaded and generated

# files in the system, including CRFs and

# data sets. The directory should NOT be

# accessible by the web server.

#

# REQUIRED.
HHBHBHBHBHHBHHBHBHBHA B R LR BB HBHBHBHBH B R BB HBHBHBH B R B R BB HBHBH SR LS H
HHBHBHBHBHSEHHHH#H

filePath=${catalina.home}/${WEBAPP.lower}.data/



HUHBBHHBHHBBHBBHBRHBBH B BB B BB R BB H BB HBBHBBHBBH B BB R BB H BB H BB H SR HSH
HHAHBHHBHHBHHBHH Y

# 3 - Attached File Location

# Location for files if item data type is "file". If it has been kept empty,

# "filePath" will be used as the attached file location.

# This will be a sub folder within the filePath location only.

# You may configure a full path that points to a directory outside of the filePath.

# If you configure a full path, it must have a trailing slash.

# Example = /usr/local/attached file/ or C:\attached file\

#

# NOT REQUIRED
HUHBBHHBHHBHHBBHBBHBBH B BB B BB R BB H BB HBBHBBHBBH B BB H BB HBBH BB H SR HHH
HHUAHBHHBHHBHHBHH Y

# attached file location=

HHAHBHHBHHBHHBHHBRABRABRAHBHH BB HBHH BB H LR AP RABRHHBHH BB H SRR SR HSH
HUAHBHHBHHBHHBHH Y

# 4 - user account notification

#

# User Account Notification is the method by

# which new users are sent their passwords.

# Users can be sent passwords via email,

# or the password can be displayed on the screen

# to the administrator, who is instructed to

# write it down and physically give it to the user

# in question. The default is email.

#

# REQUIRED.
HHUHBBHHBHHBHHBBHBBHBBHBBH B BB HBBHBBHBBHBBHBBH B BB HBHHBBH BB H SR HSH
HHUAHBHHBHHBHHBHH Y

userAccountNotification=email

HHBHBHBHBHBHHBHBHBHABHBH BB BB HBHBHABHBH BB HBHBHBHBHHHHHHBHBH SRS
HHBHBHBHBHHHHHHH

# 5 - adminEmail

#

# The Admin Email is the field to set the administrator's

# email for a given server. It is also used for

# replies to the email messages sent by the system.

#

# REQUIRED
HHBHBHABHBHBHHRHBHBH B R B R BB HBHBH B A B R B R BB HBHBHBHBH B R BB HBHBH SRS
HHBHBHBHBHBHHHHH

adminEmail=admin@example.com

BHARHB BB BB H AR BB BB B H AR BB BB HH AR BB BB HH AR BB BB H AR BB BB HH AR BB BB HHHHHH
HHARBRBHHHAHBRSH

# 6- Spring Based Email System

#

# Configure the Email SMTP host below. If the host

# requires a username and password make sure



# mail.smtp(s).auth is set to true.

# Configure mail protocol via mail.protocol, Valid options

# would be smtp or smtps.

# Configure smtp over ttls by setting mail.smtp(s).starttls.enable
# to true.

# Configure connection timeout. Preconfigred to 5 secs
HUHBBHHBHHBHHBBHBBHBBH YRR B BB HBBHBBHBBHBBHBRHB BB R B HH BB H BB H SR HHH
HHUAHBHHBHHBHHBHH Y

mailHost=mail.smtp.com

mailPort=25

mailProtocol=smtp

mailUsername=

mailPassword=

mailSmtpAuth=false

mailSmtpStarttls.enable=false

mailSmtpsAuth=false

mailSmtpsStarttls.enable=false
mailSmtpConnectionTimeout=100
mailErrorMsg=developers@openclinica.org

HHBHBHBHBHBHHBHBHBHBHBH BB HBHBHBHBHBH BB HBHBHBHBHBHHHHBHBH SRS
HHBHBHBHBHHBHHHHEH

#

# This property will be removed starting from 3.1.3

#

# 7 - passwd_expiration

#

# Passwd Expiration Time is the number of

# days that can elapse before a user is notified that
# they should change their password.

#

# REQUIRED.
HHBHBHBHBHHBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBHBHBHHBHBHBHBHSHSHH
HHBHBHBHBHHHHHH#H
passwdExpirationTime=360

HABUBHABHA BB AR HH A BB R B HH BB HH BB HBHH AR B A BB H AR HA BB H BB HABHHBHHBRHHS
HAHBHHBHHRHHBHHH

# 8 - sysURL

#

# The web address for the system. It can either be an external

# address (demo.openclinica.org) or an internal IP

# address (192.168.2.000).

# NOTE: If you reconfigure the address or port in some later

# step, such as by configuring SSL, you will need to come back

# and update this file. You will also need to restart tomcat

# for changes to this take effect.

#

# REQUIRED

HHABHHB B HHABHHBHH BB HABHH BB H AR R HBHH AR HH B H BB HABHH BB H AR HHABHHBRHHH



HHABHHBHHBRHARHHY
sysURL=http://192.168.2.000:8080/$ { WEBAPP}/MainMenu

HHUHBHBHBHBHHBHBHBHBHBH BB BB HBHBHBHBH BB HBHBHBHBH B R B R BB HBH SRS
HHBHBHBHBHBHHHHH

# 9 - max _inactive interval

#

# This is maximum time interval between client requests. That is,

# if users leave any page open without sending a request to the

# server, after this time interval, when users attempt sending

# request they will be directed to login page.

#

# REQUIRED
HHBHBHBHBHHBHHRHBHBH B R LR BB HBHBHBHBHBHHBBHBHBHBH B R B R BB BB HBH SRS H
HHBHBHBHBHBHHHHH

maxInactivelnterval=3600

BHAA BB R BB H AR BB BB B H AR BB BB HH AR BB BB H AR BB BB B H AR BB BB HH AR BB RSB HHHHHH
HHAHBRBHHHAHBRSH

#

# This property will be removed starting from 3.1.3

# 10- change passwd required

# Change Passwd Required is a flag which will force users to change

# their password when they log on for the first time or when their

# time expires. 1 is for required, 0 is for not required.

#

# REQUIRED.
HHBHBHBHBHHHHBHBHBHBH BB HBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBH SRS HH
HHBHBHBHBHBHHHHH

change passwd required=1

HHBHBHBHBHBHHBHBHBHBHBH BB HBHBHBHBHBH BB HRHBHBHABH B R B R BB HBH A RS
HHBHBHBHBHHHHHHH
# 11 - Logging configuration

# SysLog support has been fully implemented in OpenClinica, but by default has been turned off.
# Every piece of code that could send information to the syslog server has not been reviewed
# and cleaned to ensure it is entirely readable and useful. This will be an ongoing effort

# and resolved in a future release. Please use the SysLog support at your own risk.

#

# Specify the log location - local/syslog/both

#

log.dir=${catalina.home }/logs/openclinica

logLocation = local

#

# Specify logging level - trace/debug/info/warn/error

logLevel = info

syslog.host = localhost

syslog.port = 514



HUHBBHHBHHBBHBBHBRHBBH B BB B BB R BB H BB HBBHBBHBBH B BB R BB H BB H BB H SR HSH
HHAHBHHBHHBHHBHH Y

# 12- News/About

# On the OpenClinica login screen, there will be a box to the right of the login section

# which can contain an RSS feed. You can configure what RSS feed is used in the rss.rl field.

# If you do not want the RSS feed, please comment out rss.url and rss.more and uncomment

# about.textl and about.text2. These two fields can be used for any free form text that you

# you want to appear on the OpenClinica login page.

# the default feed is http://clinicalresearch.wordpress.com/feed/

# default value for rss.more http://clinicalresearch.wordpress.com/

HUAHBBHHBHHBHH BB H BB H BB A B BB R BB H BB H BB HBBH BB H B BHH BB H BB H BB H BB H BB HHH
HUAHBHHBHHBHHBHHH

# rssUrl=http://clinicalresearch.wordpress.com/feed/

# rssMore=http://clinicalresearch.wordpress.com/

# about.textl= Hello World 1

# about.text2= Hello World 2

HHBHBHBHBHHHHBHBHBHBH B R BB HBHBHBHBHBHHBHBHBHBHBHHHHBHBHBH SR SR H
HHBHBHBHBH SR HHHH

# 13 - CRF File Upload Configuration

# crf.file.extensionSettings can have 3 values valid,invalid or left empty which defaults to valid.

# if crf.file.extensionSetting= valid , then extensions specified can be uploaded.

# if crf file.extensionSetting= invalid , then extensions specified can NOT be uploaded.

# if crf.file.extensions is left empty and crf.file.extensionSettings=valid then all extensions are valid
# if crf.file.extensions is left empty and crf.file.extensionSettings=invalid then all extensions are
NOT valid

# separate extensions with a comma and do not include the leading dot.
HHBHBHBHBHHBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBHBHBHHBHBHBHBH SRS
HHBHBHBHBHBHHHH#H

# criFileExtensions=

# criFileExtensionSettings=

HHBHBHBHBHBHHBHBHBHABHBH BB BB HBHBHABHBH BB HBHBHBHBHHHHHHBHBH SRS
HHBHBHBHBHHHHHHH

# 14 - supportURL

#

# The Support URL is included in the support button that appears

# in the top right corner of all pages in OPenClinica. By including

# the URL here we will be able to configure it depending on the adopter

#

# REQUIRED
HHBHBHABHBHBHHRHBHBH B R B R BB HBHBH B A B R B R BB HBHBHBHBH B R BB HBHBH SRS
HHBHBHBHBHBHHHHH

# supportURL=https://www.openclinica.com/OpenClinica/3.1/support/

HHBHHBBHHABHH BB H BB HHA B R H BB H AR R H BB H AR B H BB H BB H A B R H BB H AR HHBHH AR HHY
HHBHABHHBRHHBHHY

# 15- Quartz Scheduler Configuration

#

# Configure the mis-fire threshold for the scheduler,

# and the number of extract jobs can run at a single time.



#

# REQUIRED

HHAARHBRBHH AR BB BB HH AR BB B HHH AR BB BB H AR BB R R B H AR BB BB HH AR BB B HHHHHRH
HHARBRBHHHARBRHH

org.quartz.jobStore.misfireThreshold=18000000

org.quartz.threadPool.threadCount=1

org.quartz.threadPool.threadPriority=5

HHUHBHBHBHBHHRHBHBHA B R B R BB HBHBHBHBH LR BB HBHBHBHBHBHHHHBHBH SRR
HHBHBHBHBHBHHHHH

# 16 - CCTS configuration

#

# This is used for OpenClinica instances that have been modified and configured

# to work with the Cancer Clinical Trials Suites. This is a caBIG suite of applications.

# The configuration determines how long OpenClinica will hold a transaction from C3PR

# and will wait for a roll back message before committing it to the database.

#

# NOT REQUIRED
HHBHBHBHBHBHHBHBHBH B R LR BB HRHBHBHBHBHHBHBHBHBH LR B R BB HRHBH SRS H
HHBHBHBHBHBHHHH#H

ccts.waitBeforeCommit=6000

HHUHBBHHBHHBHHBBHBRHBRH B BB BB BB BB HBBHBBHBBH B BB B BB H BB H BB H BB H SR HHH
HHUAHBHHBHHBHHBHH Y

# 17 - Facility information

#

# The OpenClinica defaults will be used when creating a new study

# unless you uncomment each property and provide a value next to

# each = sign.

#

# NOT REQUIRED
HHAHBHHBHHBHHBHHBRHBRHBRHHBHH BB R BB HBRHBRHRBRHRBRHHBHH BB H BB H LR HSH
HAHBHHBHHRHHBHHH

# FacName=

# FacCity=

# FacState=

# FacZIP=

# FacCountry=

# FacContactName=

# FacContactDegree=

# FacContactPhone=

# FacContactEmail=

HHBHBHBHBHBHHBHBHBHABHBH BB BB HBHBH B AR R BB BB HBHBHBHHHHHHBHBHBH S
HHBHBHBHBHHHHHH#H

# 18 - export data file path

#

# Export Data File Path is the string which (optionally)

# declares a specific file path for file extracts to be

# saved. This is a sub folder of filePath.

# Note that if it is set, files from Jobs only will be saved



# to two places: this directory and under the above file path

# declared in the 'filePath' property.

#

# NOT REQUIRED. Please comment out if you want Jobs to generate

# one file/files only, in the directory structure under 'filePath'.
HHBHBHBHBHHHHBHBHBHBH BB HBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBH SRS HH
HHBHBHBHBHBHHHH#H

# exportFilePath=scheduled data export
HHUHBHBHBHBHHRHBHBHA B R B R BB HBHBHBHBH LR BB HBHBHBHBHBHHHHBHBH SRR
HHBHBHBHBHBHHHHH

# 19 - Usage statistics configuration

# Usage statistics refers to information automatically sent back to OpenClinica.org

# to help us figure out how well OpenClinica is working and help us improve it in

# future versions.

# This includes technical information such as the version of OpenClinica installed, the number of
studies created and user load. These statistics DO NOT include information such as study or CRF
names, study data, or user information. We collect this data in aggregate and use it according to our
Privacy Policy [https://community.openclinica.com/privacy-policy] to improve our products and
services.

#

# As part of system configuration, we give you the option to help us improve OpenClinica by sending
these usage statistics. If you elect to send this information but later change your mind, you can
disable this feature in the datainfo.properties file by changing

# 'collectStats' value to 'false'

collectStats=true

usage.stats.host=usage.openclinica.com

usage.stats.port=514

OpenClinica version=${version}

HHBHBHBHBHHBHHBHBHBHA B R LR BB HBHBHBHBH B R BB HBHBHBH B R B R BB HBHBH SR LS H
HHBHBHBHBHBHHHH#H

# 20 - Rule Designer configuration

# OpenClinica Enterprise customers are allowed access to a GUI based Rule Designer.

# This configuration allows the OpenClinica instance to contact the Rule Designer for

# access. If you are not an OpenClinica Enterprise customer, your users will be re-directed

# to a landing page and will have to navigate back to their OpenClinica instance.

# If you do not want to see a link to the Rule Designer on the Build Study page,

# you must delete this configuration option.

#

# To become an OpenClinica Enterprise customer, please contact sales@openclinica.com
HHBHBHBHBHHBHHBHBHBHBH LR BB HBHBHBHBHBHHBHBHBHBH LR B R R BB HBH SRR H
HHBHBHBHBHBHHHHH

designerURL=https://designer.openclinica.com/

12.12.15 Description of datainfo.properties
File for Web Services

Web Services datainfo.prioperties file is similar the datainfo.properties of OpencClinica. However,



web services needs less configuration than OpenClinica. The following file show highlighted
properties that are relevant to web services. Only properties from first section must be updated and
should be set exaclty as they are set for OpenClinica.

HRERRUURHRAH U RRBH R R HB LR BB R B R R RB U R R BB R R R R HBH R BB BB R R R HRRHH
HRERAHUHRAHHHRRHH

# 1 - Database Configuration

#

# Database configuration is done with the following 6 properties

# The dbType options are either postgres or oracle.

# Enter the user name and password to access the database in

# dbUser and dbPass.

# The db field is for the name of the database and provide the port
# in dbPort.

# dbHost can be a URL, IP address or localhost

#

# REQUIRED
HABBRUBRHBRHBRHBRRBBRBBRBBRBBRBBRBUBRHBRRBBRBBRBBRBBRBBRHHRHH#
HAHBHUBHRHBRHHRH Y

dbType=postgres

dbUser=clinica

dbPass=clinica

db=openclinica

dbPort=5432

dbHost=localhost

HHBHBHBRBRHRHBHBHBHBRBRURHBHBHBHBRBRHBHBHBHBHBRBRHBHBHBHBHGHH
HHBHBHBHBRBRHRHH#

# 2 - filePath

#

# File Path is the string which declares the

# repository for all uploaded and generated

# files in the system, including CRFs and

# data sets. The directory should NOT be

# accessible by the web server.

#

# REQUIRED.
HUBHBHBRBRUBHBHBHBRBRB BB BHBHBHBRBRBRUBHBHBHBRBRBRHRHBHBHGH YR
HHBHBHBHBHBRHRHH

filePath=${catalina.home}/$ {WEBAPP.lower}.data/

HUAHBHHBHHBHHBBH YRR BHBBH BB HHBBHBBHBBHBBHBBHBBHHBHH BB H BB H LR HSH
HHAHBHHBHHBHHBHH Y

# 3 - Attached File Location

# Location for files if item data type is "file". If it has been kept empty,

# "filePath" will be used as the attached file location.

# This will be a sub folder within the filePath location only.

# You may configure a full path that points to a directory outside of the filePath.



# If you configure a full path, it must have a trailing slash.

# Example = /usr/local/attached file/ or C:\attached file\

#

# NOT REQUIRED
HHARBBRHHHARBRBHHHARB BB HHAAR BB R HHARBRBHHHARB BB HHAAR B R B HHHARRH
HHAABHBHHHAHBHSH

# attached file location=

HHAHBHHBHHBHHBRHBRHBRHHBRHHBHHBBHBRHBRHBRHBRHBRHHBHHBHHBRH LR HSH
HHAHBHHBHHBHHBHHY

# 4 - user account notification

#

# User Account Notification is the method by

# which new users are sent their passwords.

# Users can be sent passwords via email,

# or the password can be displayed on the screen

# to the administrator, who is instructed to

# write it down and physically give it to the user

# in question. The default is email.

#

# REQUIRED.

HHAHBHHBHH BB HBHHBRHABRA B RHA BB HH BB BB R H BB H BB A LR A BB HHBHH B R H SR H SR HSH
HUAHBHHBHH BB HBHH Y

userAccountNotification=email

HUBHBHBRBRBBHRHBHBRBRB BB BB BB BHBRBRB BB BB BHBHBRBRB BB BB BB BH R BH
HHBHBHBHBRURHRHH

# 5 - adminEmail

#

# The Admin Email is the field to set the administrator's

# email for a given server. It is also used for

# replies to the email messages sent by the system.

#

# REQUIRED
HHBHBHBRBRURHBHBHBHGRBRBBHBHBHBHBRBRHBHBHBHBHBRBRHBHBHBHGHGHH
HHBHBHBHBRBRHRHH

adminEmail=admin@example.com

HUBHBHBRB BB BB BB BHBR BB B BB BB BB BHBR BB B BB BB BB BHBRBR B BB BB BB RR GRS H
HHBHBHBHBRBRURHH

# 6- Spring Based Email System

#

# Configure the Email SMTP host below. If the host

# requires a username and password make sure

# mail.smtp(s).auth is set to true.

# Configure mail protocol via mail.protocol, Valid options

# would be smtp or smtps.

# Configure smtp over ttls by setting mail.smtp(s).starttls.enable

# to true.

# Configure connection timeout. Preconfigred to 5 secs
HHBHBHBRBRBBHBHBHBHBRB BB BB BHBHBHBRBRHBHBHBHBRBRBRHRHRHBH G R G HH



HAHBRUBRHBRHHRH Y
mailHost=mail.smtp.com
mailPort=25

mailProtocol=smtp
mailUsername=

mailPassword=
mailSmtpAuth=false
mailSmtpStarttls.enable=false
mailSmtpsAuth=false
mailSmtpsStarttls.enable=false
mailSmtpConnectionTimeout=100
mailErrorMsg=developers@openclinica.org

HUHBBHHBHHBHH BB HBBHBBH BB BB BB H BB H BB HBBHBBHBBH B BB H BB H BB H BB H BB HHH
HUAHBHHBHHBHHBHH Y

# 8 - sysURL

#

# The web address for the system. It can either be an external

# address (demo.openclinica.org) or an internal IP

# address (192.168.2.000).

# NOTE: If you reconfigure the address or port in some later

# step, such as by configuring SSL, you will need to come back

# and update this file. You will also need to restart tomcat

# for changes to this take effect.

#

# REQUIRED
HHUAHBHHBHHBHHBBHBRHBBHBRHHBHHBRHBBHBBHBRHBRHBRHHBHHBHHBRH LR HSH
HHAHBHHBHHBHHBHHY

sysURL=http://localhost:8080/$ {WEBAPP}/MainMenu

HHUHBHBHBHBHHBHBHBH B R B R BB BB HBHBH LR B R BB HBHBHBHBHBHHHHBHBH SRR
HHBHBHBHBHBHHHHH

# 9 - max _inactive interval

#

# This is maximum time interval between client requests. That is,

# if users leave any page open without sending a request to the

# server, after this time interval, when users attempt sending

# request they will be directed to login page.

#

# REQUIRED
HHBHBHBHBHHBHHBHBHBHABH B R BB HBHBHBHBH B R BB HBHBH LR LR B R BB HBHBH SRR
HHBHBHBHBHBHHHHH

maxInactivelnterval=3600

HHBHBHBRBRBRHBHBHBHBRBRUBHBHBHBHBRBRHBHBHBHBHBRBRHBHBHBHBHGHH
HHBHBHBHBRBRHRHH#
# 11 - Logging configuration

# SysLog support has been fully implemented in OpenClinica, but by default has been
turned off.
# Every piece of code that could send information to the syslog server has not been



reviewed

# and cleaned to ensure it is entirely readable and useful. This will be an ongoing effort
# and resolved in a future release. Please use the SysLog support at your own risk.
#

# Specify the log location - local/syslog/both

#

log.dir=${catalina.home}/logs/openclinica-ws

logLocation = local

#

# Specify logging level - trace/debug/info/warn/error

logLevel = info

syslog.host = localhost

syslog.port = 514

HHAHBHHBHHBHHBRHBRHBRHBRHHBHHBBHBRHBBHBRHBRHABRHHBHH BB H BB H LR HSH
HAHBHHBHHBHHBHHY

# 12- News/About

# On the OpenClinica login screen, there will be a box to the right of the login section

# which can contain an RSS feed. You can configure what RSS feed is used in the rss.rl field.

# If you do not want the RSS feed, please comment out rss.url and rss.more and uncomment

# about.textl and about.text2. These two fields can be used for any free form text that you

# you want to appear on the OpenClinica login page.

# the default feed is http://clinicalresearch.wordpress.com/feed/

# default value for rss.more http://clinicalresearch.wordpress.com/
HHAHBHHBHHBHHBRHBRHBBHHBBHHBHHBRHBBHBBHBBHBBHBBHHBHHBHHBRH LR HSH
HHAHBHHBHHBHHBHHH

# rssUrl=http://clinicalresearch.wordpress.com/feed/

# rssMore=http://clinicalresearch.wordpress.com/

# about.text1= Hello World 1

# about.text2= Hello World 2

HHAHBHHBHHBHHBHHBRHBRHBRHHBHH BB HBBHBBHBRHBRHRBRHHBHH BB H BB H SR HSH
HAHBHHBHHBHHBHHY

# 13 - CRF File Upload Configuration

# crf.file.extensionSettings can have 3 values valid,invalid or left empty which defaults to valid.

# if crf.file.extensionSetting= valid , then extensions specified can be uploaded.

# if crf.file.extensionSetting= invalid , then extensions specified can NOT be uploaded.

# if crf.file.extensions is left empty and crf.file.extensionSettings=valid then all extensions are valid
# if crf.file.extensions is left empty and crf.file.extensionSettings=invalid then all extensions are
NOT valid

# separate extensions with a comma and do not include the leading dot.
HHAHBHHBHHBHHBHHBRHBRHHBRHHBHHBBHBRHBRHBRHBRHBRHHBHHBHHBBH LR HSH
HHAHBHHBHHBHHBHHH

# crfFileExtensions=

# crfFileExtensionSettings=

HHBHHBBH A B R A B R H B BB R B R H B BB R BB H B R H AR B H BB H BB H A B R H BB HABHH B R HBRHHY
HHABHHBHHBRHHBHHY

# 14 - supportURL

#

# The Support URL is included in the support button that appears



# in the top right corner of all pages in OPenClinica. By including

# the URL here we will be able to configure it depending on the adopter

#

# REQUIRED
HHAHBHHBHHBHHBHHBRABRA BB HAHBHH BB HBHH BB HBRHBRAHBRHHBHHBRH B R H SR HSH
HUAHBHHBHHBHHBHHH

# supportURL=https://www.openclinica.com/OpenClinica/3.1/support/

HHUHBHBHBHBHHRHBHBHA B R B R BB HBHBHBHBH LR BB HBHBHBHBHBHHHHBHBH SRR
HHBHBHBHBHBHHHHH

# 15- Quartz Scheduler Configuration

#

# Configure the mis-fire threshold for the scheduler,

# and the number of extract jobs can run at a single time.

#

# REQUIRED
HHBHBHBHBHHHHBHBHBHBH BB HBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBH SRS HH#
HHBHBHBHBHBHHHH#H

org.quartz.jobStore.misfireThreshold=18000000

org.quartz.threadPool.threadCount=1

org.quartz.threadPool.threadPriority=>5

HHBHBHBHBHHHHBHBHBHBH BB HBHBHBHBHBH BB HBHBHBHBHBHHBHBHBHBH LRSS H#
HHBHBHBHBHBHHHH#H

# 16 - CCTS configuration - for caBIG Web Services only

#

# This is used for OpenClinica instances that have been modified and configured

# to work with the Cancer Clinical Trials Suites. This is a caBIG suite of applications.

# The configuration determines how long OpenClinica will hold a transaction from C3PR

# and will wait for a roll back message before committing it to the database.

#

# NOT REQUIRED
HHBHBHBHBHHHHBHBHBHBH LR BB HBHBHBHBH B R BB HBHBH LR LR B R BB BB HBH SRR H
HHBHBHBHBHBHHHH#H

ccts.waitBeforeCommit=6000

HUHHH BB HHAHHBRHHHHBRHAHHB BB BHAH BB RBHH BB BHHR BB B BHAH BB BBH BB BHHH SR BHH
HUEHAHBHBHHHBRHHH

# 17 - Facility information

#

# The OpenClinica defaults will be used when creating a new study

# unless you uncomment each property and provide a value next to

# each = sign.

#

# NOT REQUIRED

HUHHUBBRHHAH BB R HA BB R BHH BB B AR BB R HHAH BB BHH BB BHHAH BB BHAHBRBHHHBRHBHH
HUEHHHBHHHHHRHHHH

# FacName=

# FacCity=

# FacState=

# FacZIP=



# FacCountry=

# FacContactName=
# FacContactDegree=
# FacContactPhone=
# FacContactEmail=

HHBHBHBHBHHHHBHBHBHBH B R BB HBHBHBHBHHBHHBHBHBHBHBHH R BB HBHBH SRR H#
HHBHBHBHBH SR HHH#H

# 18 - export data file path

#

# Export Data File Path is the string which (optionally)

# declares a specific file path for file extracts to be

# saved. This is a sub folder of filePath.

# Note that if it is set, files from Jobs only will be saved

# to two places: this directory and under the above file path

# declared in the 'filePath' property.

#

# NOT REQUIRED. Please comment out if you want Jobs to generate

# one file/files only, in the directory structure under 'filePath'.
HHBHBHABHBHBHHBHBHBH B R LR BB HRHBH B A LR B R BB HBHBHBHBHBHH BB B HBH SRR
HHBHBHBHBHBHHHHH

# exportFilePath=scheduled data export

HHBHBHBHBHHBHHBHBHBHBHBHHBHBHBHBHBHBHHBHBHBHBH LR B R BB HBHBH SRR H
HHBHBHBHBH SR HHH#H

# 19 - Usage statistics configuration

# Usage statistics refers to information automatically sent back to OpenClinica.org

# to help us figure out how well OpenClinica is working and help us improve it in

# future versions.

# This includes technical information such as the version of OpenClinica installed, the number of
studies created and user load. These statistics DO NOT include information such as study or CRF
names, study data, or user information. We collect this data in aggregate and use it according to our
Privacy Policy [https://community.openclinica.com/privacy-policy] to improve our products and
services.

#

# As part of system configuration, we give you the option to help us improve OpenClinica by sending
these usage statistics. If you elect to send this information but later change your mind, you can
disable this feature in the datainfo.properties file by changing

# 'collectStats' value to 'false'

collectStats=true

usage.stats.host=usage.openclinica.com

usage.stats.port=514

OpenClinica version=${version}

HHBHBHBRBRHBHBHBHBHGRBRBBHBHBHBHBRBRHBHBHBHBRBRBRHBHBHBHBHGHH
HHBHBHBRBRBRHRHH#

# 20 - Rule Designer configuration

# OpenClinica Enterprise customers are allowed access to a GUI based Rule Designer.

# This configuration allows the OpenClinica instance to contact the Rule Designer for

# access. If you are not an OpenClinica Enterprise customer, your users will be re-directed
# to a landing page and will have to navigate back to their OpenClinica instance.



# If you do not want to see a link to the Rule Designer on the Build Study page,

# you must delete this configuration option.

#

# To become an OpenClinica Enterprise customer, please contact sales@openclinica.com
BAUBBRUBRHBRHBRHUBRHUBBRBBRBBRBBRBBRUBRHBRRUBBRUBBRBBRBBR BB RH SR HH#
HAHBHUBRHBRHHHH Y

designerURL=https://designer.openclinica.com/

12.12.16 Verify Access to OpenClinica

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Restart the
system by running:

reboot

After the system starts up, access OpenClinica at the following URL:
http://localhost:8080/0OpenClinica

The Log In page should display.

To verify your set-up, try to access OpenClinica from another computer by running the same
command from that computer, but replace localhost with the server's IP or hostname.

12.12.17 Verify Access to OpenClinica Web
Services

At this point, Java, Tomcat, PostgreSQL, and OpenClinica and OpenClinica Web Services are
installed and set up. Restart the system by running:

reboot

After the system starts up, access OpenClinica Web Services at the following URL:
http://localhost:8080/OpenClinica-ws

The Welcome page should display.

To verify your set-up, try to access OpenClinica Web Services from another computer by running the
same command from that computer, but replace localhost with the server's IP or hostname.

12.12.18 Configure Tomcat to Use HTTPS

OpenClinica strongly recommends securing the Tomcat application server using a Secure Socket
Layer protocol (SSL). SSL is a data transport encryption technology used to make secure https://
connections. SSL requires a third-party security certificate to be effective. Information about
configuring SSL certificates for Tomcat is at this website:
http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html.



http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html

12.12.19 Verify the Installation

Log in to OpenClinica with the username root and the password 12345678. OpenClinica requires you
to change the password for the user "root" to a secure password. See Update User Profile if you
need more information.

The user "root" is assigned to the Study "Default". Create a user account login for yourself, with the
User Type set to "technical administrator" and the User Role set to Data Manager. For instructions
to create the user account, see Create a New User.

12.13 Install OpenClinica 3.1.x on Windows

These installation instructions have been verified on the following Windows Operating Systems
versions:

e Windows Server 2003 Standard Edition SP2
e Windows Server 2003 Standard Edition SP1
¢ Windows XP Professional Version 2002 SP2

These instructions are for installing version 3.1 of OpenClinica, and also apply to installing the
maintenance releases of 3.1 for example 3.1.2. When you see v.x or v.x.y in the instructions, use your
version number, e.g. 3.1.2.

Screenshots shown in these instructions might look different than the screens on your system
because your operating system might not be the same. The screenshots might not correspond
exactly with the written instructions. Where the screenshot differs from the written instruction,
always follow the written instruction.

All characters in the installation commands are case sensitive. Also note that any additional white
space between or after characters in commands could cause installation errors.

Approved for publication by Ben Baumann. Signed on 2014-03-28 4:02PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.13.1 Overview of Installation on Windows
Systems

Use the following process to acquire, install, and configure OpenClinca and its software
dependencies. In each step, click the link to view detailed instructions for that step:

1. Ensure your system complies with software dependencies and operating system requirements.

2. Install Java
3. Install the database you will use, PostgreSQL or Oracle:

o Follow these instructions to install PostgreSQL.



https://docs.openclinica.com/3.1/openclinica-user-guide/working-openclinica#content-title-3603
https://docs.openclinica.com/3.1/administer-users#content-title-2979
https://docs.openclinica.com/3.1/installation/installing-openclinica-windows#content-title-3759
https://docs.openclinica.com/3.1/installation/installing-openclinica-windows#content-title-3761

o If you are using Oracle, you will need to obtain the instructions to install it. OpenClinica
does not provide instructions to install Oracle.
4. Install Tomcat.
Install the OpenClinica package.
Set up the database you installed:
o Set up PostgreSQL.
Configure Tomcat
Configure the OpenClinica application.
Start Tomcat.
Verify the installation.
Configure Tomcat to use HTTPS: Follow the same instructions as for Linux systems.

o

B

o w©wod

1
1

After completing the OpenClinica installation, see the Overview of OpenClinica for instructions to
start using the application. A good first step is to define one or more users (especially a Study
Director), and then build a Study.

12.13.2 Software Dependencies and
Operating System Requirements

Windows Configuration

Your Windows operating system must be configured to show file extensions by default. To configure
this behavior:

Open a Windows Explorer window.

Select Tools > Folder Options.

Click the View tab.

In Advanced settings, clear the Hide extensions for known file types checkbox.
Click Apply

G W e

Software Dependencies

OpenClinica runs on any Servlet/JSP container that implements the Servlet 2.4 and JavaServer Pages
2.0 specifications from the Java Community Process. OpenClinica was developed to run on and has
been tested with Apache Tomcat 6.0.32.

OpenClinica runs on either the PostgreSQL relational database or an Oracle relational database.
Using a

JDBC (Java Database Connectivity) driver, the database connects to the OpenClinica web application
and provides the data to the user.

New installations require the following software, which is all open source. These installation
instructions step you through the process of downloading, installing, and configuring it for use with
OpenClinica:

e Java 6 Standard Edition Development Kit 6.0 update 24 (Note: Java frequently changes its
naming conventions.)

e Tomcat 6.0.32

e PostgreSQL 8.4.7.2 or Oracle 10g
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Other Versions of Dependent Software

The software dependencies OpenClinica uses are open source, and frequently updated with minor
versions and revisions. Sometimes only a matter of weeks separates the release of two adjacent
versions. At the time of this OpenClinica release, the latest stable version of Java, Tomcat, and
PostgreSQL were used in integrated testing (and are referenced in this document). In some cases,
the revision number used is no longer available. In general, you should be able to use more recent
minor versions and revisions of the software dependencies. For example, if the installation
instructions refer to PostgreSQL 8.4.7.2, then PostgreSQL 8.4.8 should work successfully too (but
not PostgreSQL 9).

Record the version or revision number of all the software you use. If you have concerns about a
particular combination, post your question to the users@openclinica.com mailing list.

12.13.3 Install Java

The OpenClinica software is written in the Java programming language, so you must have Java
installed on your system in order to run the OpenClinica application. Follow these instructions to
install Java:

1. OpenClinica 3.1 is designed to run on a Java 6 SDK 1.6.x platform. To avoid conflicts with
other versions of Java, clear out any other Java installations on the system. Select Start >
Control Panel > Add Remove Programs, then remove any Java JREs and SDKs.

2. Create the directory c:ocinstall.

3. From one of the following websites, download the Java 6 SE Development Kit 6.0 update 24
(jdk-6u24-windows-i586.exe) into c:ocinstall:

o Java:
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloa
ds-javase6-419409.html#jdk-6u24-oth-JPR

o OpenClinica: http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/windows/

4. Run c:ocinstalljdk-6u24-windows-i586.exe.

The Open File - Security Warning message displays.

5. Click Run.

The Welcome to Java Installation Wizard opens.
6. Click Next.
The Custom Setup screen displays.

7. Click Change....

8. Change the path to c:ocjdk1.6.0 24, then click OK.
The Custom Setup screen should now look like this:
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10.

11.
12.

i'@ Java(TM) SE Development Kit 6 Update 24 - Custom Setup

Cuskom Sefup

Select the program features you want installed.

Select optional features bo install From the list below. You can change your choice of features after
installation by using the AddfRemove Programs utilty in the Control Panel

[~ Feature Description

E=RC = clopment Tools lava(Th) 5E Development Kit &
IE Demos and Samples Update 24, including private JRE
] & Update 24, This will require
&3~ | Source Code 300ME on your hard drive,
i—3 = | Public JRE
)~ JavaDB

Inskall to:

Ciocidkl 6.0_24) Change... |
< Back I Mexk = I Cancel |

. Click Next.

The Setup Wizard installs the JDK. When setup completes, a screen to install JRE6 displays.
Click Cancel, and then in the confirmation dialog box click Yes.

The Install Success screen displays.

Click Finish.

A web browser window opens, presenting you with the option to register the JDK. Register, or
close the window.

12.13.4 Install PostgreSQL Database

The OpenClinica software uses an underlying relational database management system, either
PostgreSQL or Oracle. Complete these instructions if you will be using the PostgreSQL database. If
you will be using the Oracle database, install Oracle instead of completing these instructions. Note:
we do not provide instructions for installing Oracle.

1.

From this location http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/windows/,

download postgresql-8.4.7-2-windows.exe to c:ocinstall.

. Run:

c:ocinstallpostgresql-8.4.7-2-windows.exe
The Open File Security Warning message displays.

. Click Run.

The PostgreSQL Installation Wizard opens.
Click Next.
The Installation directory screen displays.

. Click Next to accept the default values.

The Data directory screen displays.
Click Next to accept the default values.
The Password screen displays.

. Enter a password for the Postgres superuser. Record the password for use later in the

installation process. Re-enter the password, and click Next.


http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/windows/

8.

10.

11.

The Port screen displays.
Click Next to accept the default value (5432).
The Advanced Options screen displays.

B JI=E

Advanced Options

&

Select the locals bo be used by the new database cluster.
Locale | [Default locale] |

I Install plipasqlin template1 databass?

= Back Hext = Cance]

Complete the screen as follows:
1. For Locale, select "Default locale".
2. Clear the Install pl/pgsql in templatel database? checkbox.
3. Click Next.
The Ready to install screen displays
Click Next to start the installation.
When the installation finishes, the Completing the PostgreSQL Setup Wizard screen displays.
Clear the Launch Stackbuilder at exit checkbox, then click Finish.

12.13.5 Install Tomcat

1.

w

From either of the following websites, download the Windows Service Installer Version,
apache-tomcat-6.0.32.exe, and save it to c:ocinstall:

o Apache: http://tomcat.apache.org/download-60.cgi
o OpenClnica: http://svn.akazaresearch.com/oc/software/OpenClinica-3.1/windows/

. Run

c:ocinstallapache-tomcat-6.0.32.exe

The Apache Tomcat Setup Installation Wizard opens.

When the Open File - Security Warning message displays, click Run.

On the Welcome screen of the Apache Tomcat Setup Installation Wizard, click Next.
The License Agreement screen displays.

Click I Agree to accept the agreement.

The Choose Components screen displays.

Click Next to accept the default values.

The Configuration screen displays.

. Click Next to accept the default values.
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The Java Virtual Machine screen displays.

8. Click ..., then select the path you installed the JDK into:
c:ocjdk1.6.0 24
The screen now should look like this:

Apache Tomcat Setup: Java ¥irtual Machine path selection

Java Yirtual Machine
Java Virtual Maching path selection.

Flease sslack the path of & Java SE 5.0 or later JRE installed an vour system.

[ Cachidk1.6.0_24 Ql

< Back Rlexk = Cancel

9. Click Next.
The Choose Install Location screen displays.
10. Edit the Destination Folder to be c:octomcat. The screen should look like this:

Apache Tomcat Setup P [l |
\

Setup will install Apache Tomeat in the following Folder, To install in a different Folder, click
Browse and select another Folder. Click Install ko skark the inskallation.

Choose Install Location
Choose the Folder in which o install Apache Tomcat,

I c:hocikomeat]| Browse. .. |

Space required: 5.5MB
Space available: 4.5G8

|'Destinatiun Folder

Mullsafk Inska

« Back | Install I Cancel




11. Click Install to start the installation.
When the installation is finished, the Completing the Apache Tomact Setup Wizard screen
displays.
12. Complete the screen as follows:
1. Clear the Run Apache Tomcat checkbox.
2. Clear the Show Readme checkbox.
The screen should now look like this:

Bl Apache Tomcat Setup =] |

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to clase this wizard.
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13. Click Finish.

14. Create the directory c:octomcatoldwebapps.

15. Move the web apps provided with Tomcat that OpenClinica does not need by moving the
contents of c:octomcatwebapps to c:octomcatoldwebapps.

12.13.6 Install OpenClinica Package

1. Download the OpenClinica software, OpenClinica-v.x.y.zip, from the OpenClinica website
location, https://community.openclinica.com/project/openclinica. To download the software,
you need a community account, which is free to create; you will be required to log in to the
account to download the OpenClinica software.

After downloading the OpenClinica software, move it to the directory with the other software
dependencies you downloaded:
c:ocinstall.

2. Right-click OpenClinica-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-v.x.ydistributionOpenClinica.war to c:octomcatwebapps.

o LW
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12.13.7 Install OpenClinica Web Services
Package

Web Services are optional. Please do not install them if you are not planning on using web services.

1. Download the OpenClinica-ws software, OpenClinica-ws-v.x.y.zip, from the OpenClinica
website location, https://community.openclinica.com/project/openclinica. To download the
software, you need a community account, which is free to create; you will be required to log in
to the account to download the OpenClinica software. After downloading the OpenClinica-ws
software, move it to the directory with the other software dependencies you

downloaded: c:ocinstall.

Right-click OpenClinica-ws-v.x.y.zip and select Extract All.

The Extraction Wizard opens.

Click Next.

In the next screen, change the directory to c:ocinstall, and click Next.

In the next screen, clear the Show Extracted Files checkbox, and click Finish.

Copy c:ocinstallOpenClinica-ws-v.x.ydistributionOpenClinica-ws.war to c:octomcatwebapps.

12.13.8 Set Up the PostgreSQL Database

Complete these instructions if you will be using the PostgreSQL database. If you will be using the
Oracle database, instead use the Oracle setup instructions.

Nooke W

1. Select Start > Programs > PostgreSQL 8.4 > pgAdminlIII.
2. The pgAdminlIl window opens. Right-click the PostgreSQL 8.4 (localhost:5432) icon, and
select Connect, as shown here:

4 ppAdmin Il r:lﬁlﬁl
Fi= Edt Tools Dasplay Help

j:‘ @ G #::'l.

H Servers (1} Properties | Sratistics | Depends on | Referenced by

FostoreSOL Datahase Server §.1 (lo
oshgreSCL D atabace Server 0.1 Refrash E’t" Viakie .

;su:.r-pt-:n PostgreSOL Database Server 8.1
Shosp sETYVICR Etrams localhost
Deleteftrop [t a2

frice pasgka.l

Froperties frtenance database postgres

Lbsmsrryamon postgres
Store passvord? No w
€ »

< *i L >

Retrarang server propertes. .. Done, 0.00 secs

3. Log in to the database server using the password you set up during the PostgreSQL
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installation.
4. Create the database openclinica and the database user clinica, which OpenClinica uses to
connect to the database:
1. Expand the databases, and select postgreSQL.
2. Select Tools > Query tool.
The Query window opens.
In the SQL Editor box, delete all the text.
4. In the SQL Editor box, type the following:
CREATE ROLE clinica LOGIN ENCRYPTED PASSWORD 'clinica' SUPERUSER
NOINHERIT NOCREATEDB NOCREATEROLE;
5. Select Query > Execute, which runs the SQL query.
When the query completes, a message displays in the History window.
6. In the SQL Editor box, delete all the text.
7. In the SQL Editor box, type the following:
CREATE DATABASE openclinica WITH ENCODING='UTF8' OWNER=clinica;
8. Select Query > Execute.
When the query completes, a message displays in the History window.
9. Close the Query window, and click No when prompted to save changes.
5. The database password is set to clinica by default, which is not a secure password. Change the
password as follows:
1. In the pgAdminlIIl window, expand and select Login Roles.
2. Select View > Refresh.
The clinica database user is listed.
Right-click the clinica user account and select Properties.
4. In the Login Role for clinica box that displays, enter the new password and re-enter it,
then click OK. Record the password for future use.

w
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12.13.9 Configure Tomcat

1. Select Start > Apache Tomcat 6.0 > Configure Tomcat.
The Apache Tomcat 6 Properties window opens.
2. Click the Java tab, then complete the Java page as follows:
1. For Maximum memory pool, enter 1280.
2. In the Java Options text box, add this line at the end:

-XX:MaxPermSize=180m

Please note that this setting is based upon the number of war files deployed. The web war needs a
180m of PermGen and the ws war needs a 90m of PermGen memory settings.

1. The window should now look like this:
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2. Click Apply, which completes the configuration of Tomcat.
3. Start Tomcat:
1. Click the General tab.
2. On the General page, click Start.
4. In about five minutes, Tomcat will be fully started. Verify it is fully started by opening the file
c:octomcatlogscatalina.out, and looking for this line:
INFO: Server Startup in XXXXX ms
5. After verifying Tomcat has fully started, in the General page of the Apache Tomcat 6
Properties window, click Stop.
6. Wait two minutes for Tomcat to stop, then delete OpenClinca.war from c:octomcatwebapps.

12.13.10 Configure OpenClinica for better
Performance

Under stress test, OpenClinica has performed well with the following JVM settings:
Please click the Java Options tab described in the '‘Configure Tomcat' section and add the following

-XX:+UseParallelGC
-XX:ParallelGCThreads=n
-XX:MaxPermSize=180m
-XX:+CMSClassUnloadingEnabled

On Java Console use 'Maximum Pool Size' to 1280.

Please note that the bare minimum ram requirement is 1280 MB of memory for these settings, so
the CPU is expected to have much higher RAM available.

Where n is the number of cores of your CPU. There should be no spaces before or after each entry,



Also each entry should be in a new line. The MaxPermSize value depends on the number of war files
that you are deploying. For instance, if you deploy web and web servics, XX:MaxPermSize should be
set to 360m.

-XX:ParallelGCThreads = # of cores of your CPU, as long as the number of processors on your CPU
are lesser than 8. The Window should look like this for a 4 core processor:

‘g. Apache Tomcat 6 Properties I&

| General | Log On | Logging | Java |S13r11.|p I Shutdown

[7] Use default
Java Virtual Machine:

C:\Program Files\Javatjrea'bin'serverijym.dil er
Java Classpath:
Z:\Program Files\Apache Software Foundation{Tomcat 6. 0%binbootstrap

Java Options:

-X¥: HlseParallelcC P
-K¥:ParallelGCThreads =4

-X¥:MaxPermSize =130m

-¥¥: +CM5ClassUnloadingEnabled il

Initial memory poal: ME
Maximum memary paal: 12;3|:|| ME
Thread stack size: KE
[ K ] l Cancel I I Apply
LS &

After the above settings have been applied, start Tomcat

12.13.11 Configure the OpenClinica
Application

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica to start. There are
other properties in the configuration file you will probably want to modify for your system, however.

1. Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinicaWEB-INFclassesdatainfo.properties
2. Edit values for the properties in the datainfo.properties file. You must change the value for

dbPass to the password you selected in Set Up the PostgreSQL Database. Change the values
for any other properties.

The datainfo.properties file for Windows is the same as for Linuxsee more information at

Description of datainfo.properties File.

When you finish making changes, save the file.

4. You may also need to configure OpenClinica for internationalization should you wish to utilize
OpencClinica in different languages. Also, if you need to use some UTF-8 characters in your
application, you may need to modify your default connecter configuration. For more

w
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information regarding configuring OpenClinica for internationalization and using UTF-8
characters, please refer
to https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationalization

12.13.12 Configure the OpenClinica Web
Services

If you followed all the previous instructions exactly, there is only one property in the configuration
file, datainfo.properties, that you may need to change in order for OpenClinica Web Services to
start. There are other properties in the configuration file you will probably want to modify for your
system, however.

Note: Most of the properties are not needed or used for Web Services, see Description of
datainfo.properties File for Web Services for more information on what settings are actually used.

1. Using WordPad, open the configuration file:
c:octomcatwebappsOpenClinica-wsWEB-INFclassesdatainfo.properties

2. Edit values for the properties in the datainfo.properties file. You must change all values from
Database Configuration section of datainfo.properties file to reflect your settings in
datainfo.properties file for OpenClinica application. Change the values for any other
properties.

The datainfo.properties file for Windows is the same as for Linuxsee more information
at Description of datainfo.properties File for WebServices.

3. If you are installing Web Services for OpenClinica 3.1.2 and early please edit adminEmail
property (section 5 - adminEmail) if you would like e-mail to be send through 'Contact' link
from Web Services welcome page.

4. Other properties that can be configured for web services are:

1. Section 11 - Logging configuration
5. When you finish making changes, save the file.

12.13.13 Start Tomcat

Start Tomcat using any one of these methods:

e From the Apache Tomcat 6 Properties window:
1. Select Start > Apache Tomcat 6.0 > Configure Tomcat to open the window.
2. Click the General tab.
3. On the General page, click the Start button to start Tomcat.

¢ Using the Windows run command:
1. Select Start > Run.
2. In the Run box, type cmd, then click OK.
3. At the new command prompt, start Tomcat by typing
net start tomcat6
then press Enter.

When you need to stop Tomcat, type
net stop tomcat6
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then press Enter.

e Via the Windows Services Microsoft Management Console (MMC), if you are familiar with it.

12.13.14 Verity the Installation

At this point, Java, Tomcat, PostgreSQL, and OpenClinica are installed and set up. Verify the
installation was successful by following these steps:

1. Open a web browser and access OpenClinica at the following URL.:
http://localhost:8080/0OpenClinica
The OpenClinica Log In page should display.

2. Log in to OpenClinica using the default user name, root, and password 12345678. You will be
forced to change the password for the user "root" to a secure password. See Update User
Profile if you need more information.

3. The user "root" is assigned to a default Study named "Default." Create a user account for
youself, with the User Type set to "technical administrator" and the User Role set to Data
Manager: for instructions to create the user account, see Create a New User.

12.13.15 Verify the Installation of
OpenClinica Web Services

1. Point your web browser to the OpenClinica Web Services welcome page: http://<<server
url>>:8080/OpenClinica-ws. The OpenClinica Web Services Welcome page should be display.

2. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica Web Services to. The version number is displayed in the lower right corner of the

page.

Web Services should have the same version as OpenClinica application.

12.14 Upgrade to OpenClinica 3.1.x on Linux

These instructions are for upgrading from OpenClinica 3.0.x to version 3.1 or to a 3.1.x maintenance
release on Linux systems running the essential software dependencies: Java 6, Tomact 6, and
PostgreSQL 8.4. When you see v.x or v.x.x or similar in the instructions, use the version number you
are upgrading to, e.g. 3.1 or 3.1.2.

The instructions apply only if you followed the upgrade instructions to get to 3.0.x; if you did not,
you might need to do other things in order to upgrade your system.

If you are running an earlier version of OpenClinica and/or its related software dependencies, make
sure you upgrade these to the required versions before upgrading beyond OpenClinica 3.0.x. Please
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note that these instructions do not cover upgrading related software dependencies for 3.1.x. To
upgrade these components, you'll need to follow the instructions provided by those technologies.
Make sure you back up everything so your existing files are not lost.

If you are upgrading from OpenClinica 2.5.x, you need to first upgrade to 3.0.x, and you will need to
upgrade the software dependencies so they meets the requirements for OpenClinica 3.0.x. Perform a
full backup of your 2.5.x instance, perform a fresh install of 3.0.x, and then restore your 2.5.x data.
For information about backing up your 2.5.x instance, see the 3.0.x upgrade documentation that is
included with the downloaded files for 3.0.x.

Approved for publication by Ben Baumann. Signed on 2014-03-25 11:07AM

Not valid unless obtained from the OpenClinica document management system on the day of
use.

12.14.1 Overview of the Upgrade Process on
Linux Systems

Follow this process to upgrade OpenClinica. In each step, click the link to view detailed instructions
for the step:

1. Back up OpenClinica.
2. Upgrade OpenClinica.
3. Configure OpenClinica:

1. Make any changes needed to the datainfo.properties file as described here: Configure
the OpenClinica Application.

2. Ensure that OpenClinica is configured for optimum performance as described here:
Configure OpenClinica for Optimum Performance.

3. You may also need to configure OpenClinica for internationalization should you wish to
utilize OpenClinica in different languages. Also, if you need to use some UTF-8
characters in your application, you may need to modify your default connecter
configuration. For more information regarding configuring OpenClinica for
internationalization and using UTF-8 characters, please refer
to https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationaliza
tion

4. Reboot the system by typing reboot.

4. Make manual updates to the database.
5. Start Tomcat by running the following command:
/etc/init.d/tomcat start

12.14.2 Overview of the Upgrade Process for
Web Services on Linux Systems

Follow this process to upgrade OpenClinica. In each step, click the link to view detailed instructions
for the step:
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1.
2.

3.
4.

Upgrade OpenClinica Web Services.
Configure OpenClinica:
1. Make any changes needed to the datainfo.properties file as described here: Configure
the OpenClinica Application.
2. Ensure that OpenClinica is configured for optimum performance as described
here: Configure OpenClinica for Optimum Performance.
3. Reboot the system by typing reboot.
Start Tomcat by running the following command:
/etc/init.d/tomcat start

12.14.3 Back Up OpenClinica

Before upgrading, follow this process to back up the database and files needed by OpenClinica:

1.

Stop Tomcat by running the following command:

/etc/init.d/tomcat stop

Confirm Tomcat has stopped before continuing.

Create the backup directory by running the following command:

mkdir -p /usr/local/oc/backup/manual/ date +%b-%d-%Y"

Make the backup directory become the current directory by running the following command:
cd /usr/local/oc/backup/manual/ date +%b-%d-%Y"

. Run:

/opt/PostgreSQL/8.4/bin/pg dump -F c -U postgres openclinica > openclinica.backup
When prompted for a password, enter the PostgreSQL database superuser password you
specified when setting up the database as part of installing OpenClinica.

Copy the files OpenClinica needs by running the following command:

cp -rf /usr/local/tomcat/openclinica* .

cp -rf /usr/local/tomcat/webapps/OpenClinica* .

12.14.4 Upgrade OpenClinica

1.

Download the OpenClinica software from the OpenClinica website, using this location:

https://community.openclinica.com/project/openclinica. To download the software, use your

free community account; you will be required to log in to the account to download the
OpenClinica software. If you do not have an account, you may get one here.

After downloading the OpenClinica software, move it to:

/usr/local/oc/install

. Run the following commands:

cd /usr/local/oc/install

unzip OpenClinica-v.x.y*

cd OpenClinica-v.x.y*/distribution

unzip OpenClinica.war -d OpenClinica

rm -rf /usr/local/tomcat/work/Catalina/localhost/OpenClinica*
rm -rf /usr/local/tomcat/webapps/OpenClinica*

cp -rf OpenClinica* /usr/local/tomcat/webapps

rm -f /usr/local/tomcat/webapps/OpenClinica.war
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12.14.5 Upgrade OpenClinica Web Services

Run upgrade for OpenClinica Web Services only if you are currently using Web Services

1. Download the OpenClinica Web Services package from the OpenClinica website, using this
location: https://community.openclinica.com/project/openclinica. To download the software,
use your free community account; you will be required to log in to the account to download the
OpenClinica software. If you do not have an account, you may get one here.

After downloading the OpenClinica Web Services, move it to:

/usr/local/oc/install
2. Run the following commands:
cd /usr/local/oc/install
unzip OpenClinica-ws-v.x.y*
cd OpenClinica-ws-v.x.y*/distribution
unzip OpenClinica-ws.war -d OpenClinica-ws
rm -rf /usr/local/tomcat/work/Catalina/localhost/OpenClinica-ws*
rm -rf /usr/local/tomcat/webapps/OpenClinica-ws*
cp -rf OpenClinica-ws* /usr/local/tomcat/webapps
rm -f /usr/local/tomcat/webapps/OpenClinica-ws.war

12.14.6 Manual Database Updates

Now, you'll need to make database updates for your database: either PostgreSQL or Oracle. The
instructions apply to upgrading OpenClinica on Linux and Windows systems:

PostgreSQL

1. Open the file README Instructions for Duplicate Row Fix.txt, located at
/usr/local/oc/OpenClinica-v.x.y/config/databases/v.x/PostgreSQL
2. Follow the instructions in the README file.

Oracle

1. At the location /usr/local/oc/OpenClinica-v.x.y/config/databases/v.x.y/Oracle/upgrade, open the
file README Instructions for Duplicate Row Fix.txt, and follow the instructions in the
README file.

2. As the sysdba user, run the Grant View.sql script located in /usr/local/oc/OpenClinica-
v.x.y/config/databases/v.x.y/Oracle/upgrade.

3. The script prompts you for a user name: provide the user name for the database user
OpenClinica is set up to use, as specified in the datainfo.properties file that you configured
during installation. Run this script before starting Tomcat. There is no risk in running this
script on a database that has already been upgraded to 3.1.y.

12.14.7 Verify the Upgrade

1. Test the database connection and basic authentication:
1. Point your web browser to
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http://<<server url>>:8080

2. Verify that Tomcat is running. If the URL loads Tomact is running.

3. Point your web browser to the OpenClinica login page:
http://<<server url>>:8080/OpenClinica
The OpenClinica Log In page should display.

4. Log in to OpenClinica.

2. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica to. The version number is displayed in the lower right corner of the page.

12.14.8 Verifty the Upgrade for OpenClinica
Web Services

1. Point your web browser to the OpenClinica Web Services welcome page: http://<<server
url>>:8080/OpenClinica-ws. The OpenClinica Web Services Welcome page should be display.

2. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica Web Services to. The version number is displayed in the lower right corner of the
page.

Web Services should have the same version as OpenClinica application.

12.15 Upgrade to OpenClinica 3.1.x on
Windows

These instructions are for upgrading from OpenClinica 3.0.x to version 3.1, 3.1.x maintenance
release or to a 3.2 on Windows systems running the essential software dependencies: Java 6, Tomact
6, and PostgreSQL 8.4. When you see v.x or v.x.x or similar in the instructions, use the version
number you are upgrading to, e.g. 3.1 or 3.1.2.

The instructions apply only if you followed the upgrade instructions to get to 3.0.x; if you did not,
you might need to do other things in order to upgrade your system.

If you are running an earlier version of OpenClinica and/or its related software dependencies, make
sure you upgrade these to the required versions before upgrading beyond OpenClinica 3.0.x. Please
note that these instructions do not cover upgrading related software dependencies for 3.1.x. To
upgrade these components, you'll need to follow the instructions provided by those technologies.
Make sure you back up everything so your existing files are not lost.

If you are upgrading from OpenClnica 2.5.x, you need to first upgrade to 3.0.x, and you will need to
upgrade the software dependencies so they meets the requirements for OpenClinica 3.0.x. Perform a
full backup of your 2.5.x instance, perform a fresh install of 3.0.x, and then restore your 2.5.x data.
For information about backing up your 2.5.x instance, see the 3.0.x upgrade documentation that is
included with the downloaded files for 3.0.x.

Approved for publication by Ben Baumann. Signed on 2014-03-28 4:04PM

Not valid unless obtained from the OpenClinica document management system on the day of
use.



12.15.1 Overview of the Upgrade Process on
Windows Systems

Ensure your system complies with software dependencies and system requirements.
Back up OpenClinica.

Upgrade OpenClinica.

Configure OpenClinica:

1. Ensure that OpenClinica is configured for optimum performance as described here:
Configure OpenClinica for Optimum Performance.

2. You may also need to configure OpenClinica for internationalization should you wish to
utilize OpenClinica in different languages. Also, if you need to use some UTF-8
characters in your application, you may need to modify your default connecter
configuration. For more information regarding configuring OpenClinica for
internationalization and using UTF-8 characters, please refer
to https://docs.openclinica.com/3.1/technical-documents/openclinica-and-internationaliza
tion

5. Verify the upgrade.

6. Make manual updates to the database. The instructions are the same as for upgrading
OpenClinica on Linux systems, except the README file on Windows systems is located at:
c:ocinstallOpenClinica-v.x.yconfigdatabasesPostgreSQL

=W e

12.15.2 Software Dependencies and System
Requirements

To upgrade to OpenClinica 3.1.x, you need the following:

¢ Operating system must be either of these:
o Windows XP
o Windows Server 2003
e Browsers supported in this release:
o Internet Explorer 11
o Mozilla Firefox 30
e Software versions must be:
o Java JDK 1.7.065
o PostgreSQL 8.4.1
o Tomcat 7.0.33.0 application server
Note: In most cases, minor maintenance releases of the above products will also work
(but not major releases)

12.15.3 Back Up OpenClinica

Before upgrading, follow this process to back up the database and files needed by OpenClinica:

1. Stop Tomcat. (See instructions, which are included in Start Tomcat.)
2. Back up the database (instructions here).
3. Back up the file
CATALINA HOMEwebappsOpenClinicaWEB-INFclassesdatainfo.properties
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4. Back up the folder
CATALINA HOMEwebappsOpenClinica

5. Back up the CRFs and datasets, which are located in
CATALINA HOMEwebappsopenclinica.data

12.15.4 Manual Database Updates

Now, you'll need to make database updates for your database: either PostgreSQL or Oracle. The
instructions apply to upgrading OpenClinica on Linux and Windows systems:

PostgreSQL

1. Open the file README Instructions for Duplicate Row Fix.txt, located at
c:ocinstallOpenClinica-v.x.xconfigdatabasesPostgreSQL
2. Follow the instructions in the README file.

Oracle

1. At the location c:ocinstallOpenClinica-v.x.xconfigdatabasesOracleupgrade, open the file
README Instructions for Duplicate Row Fix.txt, and follow the instructions in the README
file.

2. As the sysdba user, run the Grant View.sql script located in c:ocinstallOpenClinica-
v.x.xconfigdatabasesOracleupgrade

3. The script prompts you for a user name: provide the user name for the database user
OpenClinica is set up to use, as specified in the datainfo.properties file that you configured
during installation. Run this script before starting Tomcat. There is no risk in running this
script on a database that has already been upgraded to 3.1.x.

12.15.5 Verify the Upgrade

1. Test the database connection and basic authentication:
1. Verify that Tomcat is running. If the URL loads Tomcat is running.
2. Point your web browser to the OpenClinica login page:
http://<<server url>>:8080/OpenClinica
The OpenClinica Log In page should display.
3. Log in to OpenClinica.
2. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpencClinica to. The version number is displayed in the lower right corner of the page.

12.15.6 Upgrade OpenClinica

1. Undeploy OpenClinica:
1. Delete the directory
CATALINA HOMEwebappsOpenClinica
2. Delete the file
CATALINA HOMEwebappsOpenClinica.war if exists
3. Delete the directory
workCatalinalocalhostOpenClinica
2. Create the following directory, if it does not already exist:



c:ocinstall

3. Download the OpenClinica software, OpenClinica-v.x.x.zip, from the OpenClinica website:
https://community.openclinica.com/project/openclinica. To download the software, use your
free community account; you will be required to log in to the account to download the
OpencClinica software. If you do not have an account, you may get one here.

After downloading the OpenClinica software, extract the files to:
c:ocinstall.
4. Copy the file
c:ocinstallOpenClinica-v.x.xdistributionOpenClinica.war
to
c:octomcatwebapps
5. Start Tomcat. (See instructions at Start Tomcat.)
6. In about five minutes, Tomcat will be fully started. Verify it is fully started by opening the file
c:octomcatlogscatalina.out
and looking for this line:
INFO: Server Startup in XXXXX ms
7. Stop Tomcat. (See instructions, which are included at Start Tomcat.)
8. Wait about two minutes for Tomcat to stop, then delete the file
c:octomcatwebappsOpenClinca.war
9. Using WordPad, make any changes to the configuration file
1. Open the file
CATALINA HOMEwebappsOpenClinicaWEB-INFclassesdatainfo.properties
2. Make changes to any values for the properties: see more information at Description of
datainfo.properties File.
3. When you finish making changes, save the file.
10. Move the backed up CRF and dataset files from the openclinica.data directory to the new
openclinica.data directory.
11. Start Tomcat. (See instructions at Start Tomcat.)

12.15.7 Back Up OpenClinica Web Services

Before upgrading, follow this process to back up the database and files needed by OpenClinica:

1. Stop Tomcat. (See instructions, which are included in Start Tomcat.)
2. Back up the database (instructions here).
3. Back up the file
CATALINA HOMEwebappsOpenClinica-wsWEB-INFclassesdatainfo.properties
4. Back up the folder
CATALINA HOMEwebappsOpenClinica-ws

12.15.8 Verity the Upgrade for OpenClinica
Web Services

1. Point your web browser to the OpenClinica Web Services welcome page: http://<<server
url>>:8080/OpenClinica-ws. The OpenClinica Web Services Welcome page should be display.

2. Verify the version number is v.x.x-Community, where v.x.x is the version number you upgraded
OpenClinica Web Services to. The version number is displayed in the lower right corner of the

page.
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Web Services should have the same version as OpenClinica application.

12.15.9 Upgrade OpenClinica Web Services

Run upgrade for OpenClinica Web Services only if you are currently using Web Services

1. Undeploy OpenClinica Web Services:
1. Delete the directory
CATALINA HOMEwebappsOpenClinica-ws
2. Delete the file
CATALINA HOMEwebappsOpenClinica-ws.war if exists
3. Delete the directory
workCatalinalocalhostOpenClinica-ws
2. Create the following directory, if it does not already exist:
c:ocinstall
3. Download the OpenClinica software, OpenClinica-ws-v.x.x.zip, from the OpenClinica

website: https://community.openclinica.com/project/openclinica. To download the software,

use your free community account; you will be required to log in to the account to download the

OpencClinica software. If you do not have an account, you may get one here.

After downloading the OpenClinica software, extract the files to:
c:ocinstall.

4. Copy the file
c:ocinstallOpenClinica-ws-v.x.xdistributionOpenClinica-ws.war
to
c:octomcatwebapps

5. Start Tomcat. (See instructions at Start Tomcat.)

6. In about five minutes, Tomcat will be fully started. Verify it is fully started by opening the file

c:octomcatlogscatalina.out
and looking for this line:
INFO: Server Startup in XXXXX ms
7. Stop Tomcat. (See instructions, which are included at Start Tomcat.)
8. Wait about two minutes for Tomcat to stop, then delete the file
c:octomcatwebappsOpenClinca-ws.war
9. Using WordPad, make any changes to the configuration file
1. Open the file
CATALINA HOMEwebappsOpenClinica-wsWEB-INFclassesdatainfo.properties

2. Make changes to any values for the properties: see more information at Description of

datainfo.properties File.
3. When you finish making changes, save the file.
10. Start Tomcat. (See instructions at Start Tomcat.)

12.16 OpenClinica VM Image

The OpenClinica VM(Virtual Machine) with JUNO demo study image is an easy method to get
OpencClinica up and running quickly without going through the entire installation procedure. This
documentation applies to all current versions of OpenClinica.

e Download OpenClinica Appliance (Virtual Machine) with JUNO demo study
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This virtual machine is a self-contained image based off CentOS 6.8 (Linux) base server installation
with Postgres 9.5, Tomcat 7 from EPEL repository, Oracle J]DK SE7U67 and OpenClinica. The default
password for root user is clinica.
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12.16.1 Installing and Using VirtualBox

The OpenClinica VM Image is under the Open Virtualization Archive (OVA) format known to work
well with free and open source VirtualBox. We recommend using VirtualBox 5.0 or newer.

You can download Virtualbox from https://www.virtualbox.org/

Documentation and community support is readily available from the same website as well.

The following shows how to load the OpenClinica VM image in VirtualBox

G-

Open VirtualBox.

Open "Import Appliance..." from the File menu.

Now browse to the location where you downloaded the ova file and select it and click "Open".
Once imported, you can press "Start" to start the OpenClinica virtual machine

Login using user name root and password clinica. Find the ip address of the virtual machine
using ifconfig command inside the virtual machine. If the network is not up (ping google.com
to find out). You might have to adjust your network settings (default is bridged) within
VirtualBox and run service network restart to restart your virtual machine network service.
Confirm you have network running correctly before proceeding to the next step.

Security (it is highly recommended that you follow these steps immediately after first start):

- You should change and record the default password for system account "root" (login as root
and apply command "passwd")

- You should upgrade the base system immediately to install all security updates published
meanwhile. The base system is CentOS 6.8, so you need to run as root the command "yum -y
update"

Go to http://ip-address:8080/0OpenClinica/ where ip-address should be replaced by the actual ip
address you found out using ifconfig in the previous step.

You should be able to see the OpenClinica login page. The JUNO study demo accounts are as
follows:

datamanager / password

crc_A / password

investigator A / password


https://www.virtualbox.org/

12.17 Configuring an Oracle Database for
OpenClinica (Deprecated)

If you use OpenClinica with the Oracle database, follow these instructions to set up the database.
The instructions differ depending on the version of OpenClniica you are using.
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12.17.1 Set Up Oracle for OpenClinica
Versions Pre-3.1.2

Follow these instructions to configure an Oracle 10g database to run with OpenClinica versions 3.1
and 3.1.1.

1. Open a shell/command prompt window and change the current directory to the location of the
OpenClinica database files.
2. Ensure there is at least 512MB of disk space available at that location.
3. Start sqlplus:
1. Run
sqlplus sys as sysdba
2. When prompted for the password, enter the sys password.
4. At the SQL prompt, run the script to set up the database tablespace and database user
“clinica":
1. Run
@oracle setup db.sql
2. When the following prompts are display (shown below in bold), provide these values
(shown below in code font):
= Specify Tablespace name for Clinica Data:
openclinica
= Specify Tablespace type for Clinica Data (S/M/L):
L
(This specifies a tablespace size of Large, 512MB.)
» DataFile Name (with exact path):
/usr/lib/oracle/xe/oradata/XE/OPENCLINICAO1.DBF
(This is the default oradata directory for Linux; specify the full path to the oradata
directory on your system.)
= Specify the wanted username for the OpenClinica oracle account:
clinica
3. Check spool oracle setup db.txt for any errors.
5. Change the default password "clinica" to a secure password:
1. As the sysdba user, connect to your instance via sqlplus by running
sqlplus sys as sysdba



2. Run the following command, where PASSWORD is the new, secure password you are
sepcifying for the clinica database user:
alter user clinica identified by PASSWORD;
6. Start Tomcat, which will build the OpenClinica database within the tablespace.
7. After the tablespace is built, create indexes to help performance by running the following:
1. Connect to sqlplus as the clinica user by running:
sqlplus clinica/clinica
2. Run this script:
@performance.sql

12.17.2 Set Up Oracle for OpenClinica 3.1.2
or Above

Follow these instructions to configure an Oracle 10g database to run with OpenClinica versions
3.1.2 or above.

1. Open a shell/command prompt window and change the current directory to the location of the
OpenClinica database files.
2. Ensure there is at least 512MB of disk space available at that location.
3. Start sqlplus:
1. Run
sqlplus sys as sysdba
2. When prompted for the password, enter the sys password.
4. At the SQL prompt, run the script to create the tablespace:
1. Run
@create ts.sql
2. When the following prompts display (shown below in bold), provide these values (shown
below in code font):
= Specify Tablespace name for Clinica Data:
openclinica
» Specify Tablespace type for Clinica Data (S/M/L):
L
(This specifies a tablespace size of Large, 512MB.)
» DataFile Name (with exact path):
/usr/lib/oracle/xe/oradata/XE/OPENCLINICAO1.DBF
(This is the default oradata directory for Linux; specify the full path to the oradata
directory on your system.)
5. At the SQL prompt, run the script to create the database user "clinica":
1. Run
@oracle setup db.sql
2. When the following prompts display (shown below in bold), provide these values (shown
below in code font):
= Specify the Tablespace name you provided when you executed the create ts.sql
script:
openclinica
» Specify the wanted username for the OpenClinica oracle account:
clinica
3. Check spool oracle setup db.txt for any errors.
6. Change the default password "clinica" to a secure password:



1. As the sysdba user, connect to your instance via sqlplus by running
sqlplus sys as sysdba
2. Run the following command, where PASSWORD is the new, secure password you are
sepcifying for the clinica database user:
alter user clinica identified by PASSWORD;
7. Start Tomcat, which will build the OpenClinica database within the tablespace.
8. After the tablespace is built, create indexes to help performance by running the following:
1. Connect to sqlplus as the clinica user by running
sqlplus clinica/clinica
2. Run this script:
@performance.sql

12.18 Operating System Installation

OpenClinica Enterprise is available either via a cloud hosted solution or a self hosted and managed
system. The base supported platform for self hosted customers is Red Hat Enterprise Linux (RHEL)
6.5 or above. RHEL is a commercially supported operating system and recommended for enterprise
customers. CentOS is a free rebuild for RHEL without commercial support and is available at
http://centos.org. For either, we highly recommend using the 64-bit version for best performance if
your hardware is capable of supporting that architecture.

RHEL 6.x installation guide is available at
https://access.redhat.com/site/documentation/en-US/Red Hat Enterprise Linux/6/html/Installation G
uide/. Using Kickstart is recommended if you prefer to automate the installation steps.
However,unless you are running a large number of deployments, the interactive installer is easier to
perform.

If you choose to use RHEL, we recommend selecting the "minimal" option in the package selection.
Refer to
https://access.redhat.com/site/documentation/en-US/Red Hat Enterprise Linux/6/html/Installation G
uide/s1-pkgselection-x86.html for more details. As noted in the installation guide, choosing this
option maximizes security and performance since it reduces the number of services running and the
number of updates required for maintaining the system. If you are using CentOS, the exact same
options are available there as well. The net installation method allows you to download a small
image and pull in packages on demand. Since an OpenClinica installation only requires a small
number of packages within the operating system, this can be far more efficient than downloading
the complete image. For CentOS, refer to
http://www.if-not-true-then-false.com/2011/centos-6-netinstall-network-installation/ for a detailed
guide on doing a net installation.

As an alternative in CentOS, you can download the minimal installation image at
http://wiki.centos.org/Manuals/ReleaseNotes/CentOSMinimalCD6.0. If you choose to download the
minimal image, please note that the following core packages must be installed on the system for the
OpenClinica installation and maintenance.

* tar

* unzip

* vim-enhanced

* cronie
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