6.2 Administer Users

In the Administration module, the Administer Users page is where you add new users to the system,
view information about users across Studies, remove and restore user accounts from the system,
monitor user access, and configure lockout parameters. You can also assign users to Studies and
Sites, as well as remove or restore them. Configure Password Requirements feature that allows user
to define a password strength policy have been added in OpenClinica 3.1.3. To access the Administer
Users page, from the Tasks menu, in the Administration module, select Users.

For important background information, see About User Roles and Types, and Permissions for User
Roles and Types.
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0.2.1 Create a New User

Create a new user when someone needs to work with your OpenClinica system and they have not
worked with it before. To create a new user:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. Click the Create New User link (near the top of the page).
The Create a User Account page opens.

* indicates required field.

User Nam:
First Name:
Last Name:
Email: {username@institution)

Institutional Affiliaton:

Active Study: -Select- =1,
Aole; | -Select- =0,
User Type: | U557 =

Authorize S0AF web services in
this account:

User Password  (®) Sand Usar Password via Email

(igenerated by system): () Show User Password to Admin
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3. Complete the fields. For information about the fields, see About User Information in the
Administration Module.

4. Click Submit.
The View User Account page opens, presenting the information for the user you just created.
The Alerts and Messages sidebar panel reports that you successfully added the user, and if you
selected the option "Show User Password to Admin", reports the system-generated, temporary
password; record the password to provide to the user.

6.2.2 About User Information in the
Administration Module

The following information is helpful when working with user accounts in the Administration module:

e User Name: At least five alphanumeric characters. Can include underscores (). Is case-
sensitive. Cannot be the same as any other user name in the system.

e Email: Address for the user. Required for messages that the OpenClinica system sends, such
as notification when a job completes, or a temporary password if the user requests a new
password.

e Status: The status is "available" if the user can be assigned to Studies and Sites, or "removed"
if the user has been removed from the OpenClinica system and cannot be assigned to Studies
and Sites.

¢ Active Study: When you create a user, you assign them to a Study or Site, called the Active
Study. After that, you can assign the user to more Studies or Sites, or remove the user from
any Study or Site.

e User Type or Business Administrator/Technical Administrator: When you create a user,
you assign them a User Type of "user," "business administrator," or "technical administrator."
After creating the user, you can change the User Type. For more information, see About User
Roles and Types.

¢ Roles: All Roles the user has in all Studies and Sites in the OpenClinica system. When you first
create a user, you assign them a role to the Active Study. After that, you can assign the user to
different Roles at other Studies and to Sites within the Studies, and you can change or remove
the Role for each Study or Site the user is assigned to. For more information, see About User
Roles and Types.

e Owner: The OpenClinica user who created the user whose information you are viewing.

e Authorize SOAP web services in this account: Select this option to allow the user to work
on SOAP requests.

e User Password: The system generates an initial, temporary password for a new user. When
you select the Send User Password via Email option, the system sends the password to the
user's email address, which you specified as part of creating the user's account. When you
select the Show User Password to Admin option, the system displays the password to you after
you complete creating the user or resetting the user password.

6.2.3 View and Modify User Information

Access the Administer Users page to view information about all users in your OpenClinica system.
To access the page, from the Tasks menu, in the Administration module, select Users.

The Administer Users page includes a table that reports the Studies each user is assigned to and
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their Role in each Study. the table shows users for all Studies in your OpenClinica system,
regardless of the current Study or Site. For more about the terms and values, see About User
Information in the Administration Module.

For each user, there are at least two rows:

e The first row is for the user in the OpenClinica system.
e There are one or more rows for the user and their role at each Study or Site they are assigned
to.

Administer Users @

assword Reguirements

Page 1of 10 » =& m Create Hew User

User Hame ﬂ First Hame Last Hame Status Actions

agoodwin Alicia Goodwin avzilzble n ﬂ
Eassline Study 101 - Dats Manager B

ooollins sl Collins avzilzble D n
Bassline Study 101 - Manitor B
14653 Test Study Build - Dsta Specialist B
CSE 101 - Data Manager B
Testing of the simple conditional - Monitor [ X |

ccollins_de cal collins avzilzble D “
14553 Test Study Build - Dsta Entry Person B

cjacobs Chris Jacobs availzble (& W x|
Baseline Study 101 - Diata Manager B

dassadadad sada asd available (& W x|
14653 Test Study Build - Data Specialist [ X |

dlipton Daniel Lipton available D n
Default Study - Data Manager ﬂ

6.2.3.1 View User Information

If you want to view complete information about a user in your OpenClinica system:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user whose information you want to view, click the View icon in the Actions column.
The View User Account page opens; for more about the terms and values, see About User
Information in the Administration Module.
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First Mame: Chris

Last Mame: Cola

Email: cooleioc.org

Phone:

Institutional Affiliation: oC

Business Administrator: Mo

Technical Administrator: Mo

Status: availabla

Date Created: 04-Apr-2012

Owner: DarcyManagone

Date Updated: 04-Apr-2012

Updated by: DarcyManagone

Authorized to execute SOAP Mo

web services in this account:

Roles: Camibridge Center for Surgical
COnoology - Data Entry Person

6.2.3.2 Edit User Information

You can edit the following information about a user from the Administration module:

¢ First and Last Name

e Email address

¢ Institutional Affiliation

e User Type

e SOAP web services authorization

e User password (reset it to a new, temporary password)

For more about the terms and values, see About User Information in the Administration Module.
To edit the information:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user whose information you want to edit, click the Edit icon in the main (first) row of
the Actions column (not the Edit icon in any of the following rows for that user).
The Edit a User Account page opens.
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User Name : ChrisfCole

First Nama: Chria

Last Nama: Cole

Email: coole@ac.org {username@institution)
Institutional oo

Affiliation:

User Type: LisEw =1.

Authorize SOAP =
web services in
this account:

[C] Reset password

Send User Password via Email Show User Password to Admin

3. Change the available values and options (User Name cannot be edited). For details, see About
User Information.

4. Click Next.
The Edit a User Account - Confirmation Screen opens.

5. Verify that the information is correct, then click Confirm.
The Administer Users page opens, and the Alerts and Messages sidebar panel reports the
status of the user information update as successful or not.

6.2.3.3 Change User Role

To change the user Role for a Study or Site that the user is already assigned to, follow these steps.

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user whose Role you want to change, click the Edit icon in the Actions column of the
row for that Study or Site (not the first row in the table for that user).
The Modify Role page for the user and Study or Site opens.

User Name: ChrisRCole

Study: Cambridge Center for Surgical Oncology

Role: Cihnical Riesearch Cccr-:hlj

3. From the Role drop-down list, select the Role you want to assign to the user. If the user is
currently assigned at the Site level, only Roles appropriate to the Site level display. Similarly,
if the user is currently assigned to the Study level, only Roles appropriate to the Study level
display.

4. Click Submit.

The Administer Users page opens, and the Alerts and Messages sidebar panel reports the
status of the user role change as successful or not.
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Note: You cannot use the above steps to change the user Role from a Site-level Role to a Study-level
Role, or from a Study-level Role to a Site-level Role. Instead, add the new Role by following the steps
in Assign User to Study or Site and to Role. The user can then have a Role at both the Study and Site
levels, or you can remove the original Role by following the steps in Remove or Restore User.

6.2.3.4 Assign User to Study or Site and to
Role

From the Administration module, you can assign a user to a Role at any Study or Site that they are
not already assigned to. This includes:

e Assigning a user to a Study where they are not currently assigned to the Study or any Sites
within it.

¢ Assigning a user to a Site when they are not currently assigned to the parent Study and are
not assigned to any other Sites within the Study.

e Assigning a user to a Site within a Study if they are already assigned at the Study level or to
another Site in the Study.

 Assigning a user to the Study level if they are already assigned to one or more Sites within the
Study.

To assign a user to a Study or Site:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user you want to assign, click the Set Role icon in the Actions column.
The Set User Role page opens for that user.

Choose a study from the following study list and set a role for the user to acoess the study.

First Name: Chris
Last Name: Cole

Study Name: | Default Study

[
Cata Manager =

Study User Role:

3. From the Study Name drop-down list, select the Study or Site to which you want to assign the
user. The list does not include entries for Studies and Sites where the user is already assigned.

4. From the Study User Role drop-down list, select the user Role at the selected Study or Site.
The list only includes Roles appropriate for the level (Study or Site) that you selected.

5. Click Submit.
The Administer User page opens. The table includes an entry for the assignment you just
completed.

6.2.3.5 Remove or Restore User
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Remove User from Study or Site
You can remove a user from a Study or Site so they can no longer access it:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user you want to remove, click the Remove icon in the Actions column in that row for
the user (not in the main row for the user).

3. Click OK in the confirmation window.
The user is removed, but is still listed in the Administer Users table for that Study or Site with
only a Restore icon in the Actions column.

You can also remove a user from the current Study or Site using the Study Setup module.

Remove User from System

Using the Administration module, you can remove a user from your OpenClinica system so that they
cannot log in and cannot be assigned to any Studies or Sites.

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. For the user you want to remove, click the Remove icon in the main (first) row of the Actions
column (not in any of the following rows) for that user.

3. Click OK in the confirmation window.
The user is removed, but is still listed in the Administer Users table with only a Restore icon in
the Actions column.

Restore User

After removing a user, you can restore the account so the user can regain access to the Site, Study,
or the OpenClinica system. To restore a user:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.
2. If the user you want to restore had been removed from all Studies and Sites:
1. Click the Restore icon in the main (first) row of the Actions column (not in any of the
following rows) for that user.
2. Click OK in the confirmation window.
The user is restored to the OpenClinica system.
3. If the User Type is Business Administrator or Technical Administrator, reset the user's
password or they will not be able to log in: for instructions, see Edit User Information.
For User Type of User, the user can log in using the same password they used before
being removed and restored.
3. Restore the user to the specific Study or Site to which you want them to regain access by
clicking the Restore icon in the Actions column in that row for the user.
4. Click OK in the confirmation window.
The user is restored to that Study or Site.

6.2.4 Monitor User Access

You can view all attempts users make to access OpenClinica, and for each attempt, whether they are
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successful or not, the user name, and the date and time. To audit user activity:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.
2. Click the Audit User Activity link.
The Audit User Activity page opens, presenting a table of all attempts to access OpenClinica.

You can sort the table by any of the columns by clicking the column header; click again to reverse
the sort order in that column.

You can filter the list of attempts. Type a string in the filter field for one or more columns (the fields
are directly beneath the column headers) and press Enter. The table shows only those attempts
whose values match the strings you typed. After filtering, to show all entries again, click Clear Filter.

At the bottom of the page is the total number of pages that match your criteria. To view other pages,
use the arrows at the top of the table. To change the number of attempts shown per page, select the
value from the drop-down list that is located just above the table.

Note that the ‘Login Atfernpt Date fiald" is based on server Hme. The current server bime s 2012-03-08 10:05.

o0 s -]
s Lo Atompt Dt~ ogn S| cions
Stuart Apply Flter Clear Filter

StuartDirk 2012-03-04 09:44:54 Successful Logout
StuartDirk 2012-03-04 08:44:29 Successful Login
StuartDirk 2012-03-04 0B:42:30 Successful Logout
StuartDirk 2012-03-04 0B:40:47 Successful Login
StuartDirk 2012-03-04 08:40:17 Successful Logout
StuartDirk 2012-03-04 08:39:11 Successful Login
StuartDirk 2012-03-04 07:32:0% Successful Logout
StuartDirk 2012-03-04 07:26:12 Successful Login
StuartDirk 2012-03-04 07:26:05% Failed Login
StuartDirk 2012-03-04 07:15:22 Successful Logout
StuartDirk 2012-03-04 06:53:08 Successful Login
StuartDirk 2012-03-03 19:28:42 Successful Logout
StuartDirk 2012-03-03 19:25:12 Successful Login
StuartDirk 2012-03-02 16:19:44 Successful Logout
StuartDirk 2012-03-02 13:39:44 Successful Login
Results 1 - 15 of 222,

6.2.5 Configure Access to OpenClinica

To enhance system security, you can configure OpenClinica so that authorized users are only
allowed a specified number of failed login attempts, and after that, they are locked out. By default,
the feature is disabled. After a user has been locked out, you unlock them so they can successfully
log in again.



6.2.5.1 Set Lockout Feature

To set the lockout feature:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. Click the Lockout Configuration link.
The Lockout Configuration page opens:

Lockout Enabled: FALSE - |

# of Failed Attempts: 3

3. To activate the lockout feature, set the Lockout Enabled value to TRUE.
4. For the # of Failed Attempts, enter a value between 1 and 25.
5. Click Submit.

The system displays a confirmation message.

OpencClinica tracks the number of consecutive failed login attempts. After that number equals the
value specified for the # of Failed Attempts, the user cannot log in to OpenClinica. For the user to
regain access to OpenClinica, an administrator must unlock the user's account in the Administer
Users interface.

6.2.5.2 Unlock a Locked-Out User

If a user fails to log in successfully more than the allowed number of times as specified via the
lockout feature, you must unlock the user account using the Administration module. To unlock a user
account:

1. From the Tasks menu, in the Administration module, select Users.
The Administer Users page opens.

2. Click the Unlock icon D in the Actions column for the user whose account you want to
unlock.
The user account is unlocked. The unlock icon no longer appears in the Administer Users
table.

3. The user can log in to OpenClinica again using the new, temporary password sent to the user's
email account.

6.2.5.3 Additional Password Configuration
Options

You can also specify these configuration options for managing user passwords in the
datainfo.properties file:

e The default method for how a user receives their password, either via email or from the



business administrator.
If a user must change their password on the first log in.
If a user's password should expire, and if so, the length of time until it expires.

For details, see Configuring the OpenClinica Application.

6.2.5.4 Configure Password Requirements

Starting with OpenClinica 3.1.3, in the Administration module, the Configure Password
Requirements page allows an administrator to configure the password policy for your OpenClinica
system. A password policy that forces users to use strong passwords makes your system less
vulnerable to bruteforce attacks that try to guess a user's password.

To access the Configure Password Requirements page, from the Tasks menu, in the Administration
module, select Users, then Configure Password Requirements.

Minimum length: | & {Minimum length will nct be verified if s=t

to zero or less)

Mazximum length: | -1 {Mzzdimum length will not be verified if sst
to zero or less)

Passwords must contain: Lower case characters
Upper case characters
Digits

Specizl characters

User is required to change password (Changes in this configuration are
A ) e @ yes Mo ~ . _ L S
(after first kogin}? = applied after @ sarver restart.)
Password expiration time (in days): [Password esxpiration will not be verified
380 if et to zero or less, Changes in this
configuration are applied after 2 server
restart. )

In the Configure Password Requirements, you can define the values for the following options:

Minimum length: minimum number of characters a password may contain. If this value is set
to zero or any negative number, OpenClinica will not check the minimum length of the user's
password. However, disabling the minimum password length does not allow an user account to
have no password - in this case valid password consists of at least one character.

Maximum length: maximum number of characters a password may contain. If this value is
set to zero or any negative number, OpenClinica will not check the maximum length of the
user's password.

Passwords must contain: Specifiy types of characters that must be present in a password.
The character types groups are Lower Case Characters, Upper Case Characters, Digits and
Special Characters. The following characters are considered special characters: ! @ # $ % & *
()

User is required to change password (after first login): Should the user be forced to
change his password upon first login to OpenClinica. When OpencClinica creates a user
account, a password is generated and sent via email to the email address configured in the
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user's account or shown to the administrative user who created the account. This setting is
used to ensure the user won't be able to use the system-generated password after the first
login. A change in this configuration will be effective only after restarting the OpenClinica
application server.

Password expiration time (in days): Number of days after a password is set to be
considered expired. Once a user authenticates to OpenClinica and their password is expired,
the system will prompt the user to change their password. If this value is set to zero or any
negative number, OpenClinica never consider a user's password expired. A change in this
configuration will be effective only after restarting the OpenClinica application server.



